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Vreepxaena [Ipukazom Ne T-49 or 17.07.2017

MNOJIMTUKA
000 dlommKnannuka SKCITEPT» B oTHOLIeHHH 00pad0TKH MEPCOHAJBHBIX JAHHBIX

TepMuHBI U onIpeJe/IeHust
MepCOHAJbHBIC IaHHBIE - JII00ast HH(OPMaLHs, OTHOCSIIASICS K MPSMO WM KOCBEHHO OIPENEICHHOMY, HIIN
ornpezenseMoMy pU3HYECKOMY JHLy (CyOBbEKTY NepCOHAIBHBIX JaHHbIX);
OIepaTop - TOCYAapCTBEHHBIH OpraH, MYHUIMNAJIbHBIA OpraH, IOpUAWYECKOe WM (U3NYECKOE JIMIIO,
CaMOCTOATENIbHO MJIM COBMECTHO C JPYTHMMHU JIMIAMH OpraHu3yloliue H (WiIM) OCYIIECTBIISOLIHNE
00paboTKy NMEepCOHANBHBIX JAHHBIX, @ TAK)KE ONPEACNSIONINe LeJn 00padOTKH IMEepCOHAIBHBIX JaHHBIX,
COCTaB TIEPCOHAIBHBIX
00paboTKa TEepCOHATBHBIX MAaHHBIX - JH00Oe mAelcTBHE (omepamus) WIH COBOKYIHOCTH JEHCTBHI
(omepanuif), COBEpIIAEMbIX C HCIOJIb30BAHUEM CPEICTB aBTOMATH3ALMH WIN 0€3 HCIIOIb30BAaHMSA TAKUX
CPEACTB C NMEPCOHANBHBIMH JAaHHBIMH, BKIFOUasi cOOp, 3alMCh, CHCTEMATU3aIHNI0, HAKOIUICHHE, XpaHEeHHE,
yrouHeHne (OOHOBJIEHHE, W3MEHEHHE), W3BJICUCHHE, HCIIONB30BaHUE, Iiepenady (pacmpocTpaHeHHe,
MPEOCTaBICHNE, NOCTYI), OOE3IMYMBAHUE, OJNOKMPOBAHWE, yNANCHHWE, YHWYTOKCHHE IIEPCOHAIBHBIX
JIAHHBIX;
AaBTOMATH3MPOBaHHAs 00padOTKa MEPCOHAIBHBIX TaHHBIX - 00pa0d0TKa NePCOHAIBHBIX JAHHBIX C TOMOIIBIO
CpCACTB BBIYUCIIMTEILHOM TCXHUKU,
pacOopoCTpaHCHUEC TCPCOHAJIBHBIX IaHHBIX - I[eﬁCTBHH, HaIllpaBJICHHBIC Ha PAaCKpPLBITUEC TICPCOHAJIBbHBIX
JIaHHBIX HEONIPENCICHHOMY KPYTy JIULL;
MpEeAOCTABJICHUC MNEPCOHAIBHBIX JaHHBIX - I[eﬁCTBHH, HalpaBJICHHBIC Ha PACKPBITUC NEPCOHAIBHBIX
JAHHBIX OIPEAEICHHOMY JIMILY WM OIPENICICHHOMY KPYTY JIMII
OIIOKMpPOBAaHHUE NTEPCOHANBHBIX JAHHBIX - BPEMEHHOE NPEKpaIieHne 00padboTKN MepCOHATBHBIX TaHHBIX (32
HCKITIOUYEHHUEM CIIydaeB, eclii 00paboTka He0OX0IMMa T yTOYHEHHS IEPCOHANBHBIX JaHHbIX);
YHAYTOXCHUE IEPCOHAIBHBIX JAHHBIX - ACHCTBHUS, B PE3YJIbTAaTE KOTOPHIX CTAHOBHUTCS HEBO3MOXKHBIM
BOCCTaHOBUTbH COZIEP’KaHNE NMEPCOHATBHBIX AAaHHBIX B MH)OPMALMOHHOW CHCTEME MEPCOHATIBHBIX JaHHBIX
U (WIK) B pe3ybTaTe KOTOPBIX YHHUYTOXKAIOTCA MaTepHajIbHble HOCUTENN IePCOHAIBHBIX JaHHBIX;
00e3IMYMBaHKE MCPCOHAJIBHBIX NAaHHBIX - HeﬁCTBHﬂ, B PE3YJbTATC KOTOPBIX CTAHOBUTCA HEBO3MOXXHLIM
0e3 MCIOoJIb30BaHMs JJONOIHUTENEHON HH(POPMAIMH ONIPEACTUTh MPUHAICKHOCTD IEPCOHAIBHBIX AaHHBIX
KOHKPETHOMY CyOBEKTY NMepCOHAIBHBIX JaHHBIX;
HH(POPMALMOHHAS CHCTEMa IEPCOHAJBHBIX JAHHBIX - COBOKYIIHOCTH COJEpPXKAIIUXCSA B 0a3ax NaHHBIX
MEPCOHAJBHBIX JIAaHHBIX M o0ecrneunBamomMX HX 00paboTKy WH(POPMAIMOHHBIX TEXHOJOTHH U
TEXHUYECKUX CPEJICTB;
TpaHCTpaHWYHAs Tlepe/iadya MEePCOHAIBHBIX JAaHHBIX - MepeAavya IepPCOHAIBHBIX JAaHHBIX Ha TEPPUTOPHUIO
MHOCTPAaHHOTO TOCYIapCTBa OpraHy BJIACTH MHOCTPAHHOTO TOCYIapCTBa, WHOCTPAHHOMY (DHU3NYECKOMY
JIMILy WY HHOCTPAHHOMY IOPUANIECKOMY JIUILY.
3akoHonarenbHOM ocHOBOM Hactosiumieil [lomutuku sBnstoress Koncturynus Poccuiickoit ®denepauum,
I'paxxnanckuii, YronoBuelii u TpymaoBoit xogekcsl, dexgepanbubiii 3akoH oT 27.07.2006 Ne 152-®03 «O
NEPCOHAJIBHBIX  JTAHHBIX)», 3aKOHBI, YKasbl, IIOCTAHOBJICHUA, JPYIrd€ HOPMATUBHBIC JTOKYMCHTLI
JIEHCTBYIOLLEr0 3aKoHoAaTenbCcTBa Poccuiickont denepanuu.
PHUCKOB U 000CHOBaHUS HEOOXOIMMBIX 3aTpaT Ha 3aIIUTY HH(DOPMAITUH.
[Tonutuka pazpaboTaHa B IENSX peanu3aluyd TpeOOBaHUN 3aKOHONATENBCTBA B 00nacTu 0OpabOTKU H
3amutsl [1/1H

OopadoTka nepcoHaJbHbIX JaHHBIX. [IpaBa U 00s13aHHOCTH.

Oprasu3anys SBISIETCS OIePaTOPOM ITePCOHATBHBIX JaHHBIX. OpraHu3alueii HalpaBIeHO YBEAOMIICHHUE B
VYpasnenue PockoMHan30pa B COOTBETCTBUU €O €T. 3akoHa P® O 3amure nepcoHanbHbIX JaHHBIX.

B oprannzanuu obecnieunBaeTcs CISIYIONINA YPOBEHb 3alTUINEHHOCTH NIEPCOHANBHBIX JaHHBIX:

CyObekTamu  WHGOPMAIMOHHBIX OTHONICHWH TpW oOecreueHnd Oe30MacHOCTH TEPCOHANBHBIX  JaHHBIX
OpraHu3anuu sSBISIOTCS:

Opranuzanus, Kak coOCTBEHHUK HH()OPMaMOHHBIX PECYPCOB;

PYKOBOJICTBO M COTpYAHNKN OpraHn3alyy, B COOTBETCTBHH C BO3JIOKCHHBIMH Ha HUX (DYHKIUSIMU;
MalMeHTHl, JIMNA, BCTYIAIONINE B TPaXXJaHCKO-NIPaBOBbIE OTHOIIEHUs ¢ OpraHu3anueil, B TOM 4HCie NpH
MPEI0CTaBICHUH METUIIMHCKUX YCIYT

MHBIE JINIIA, TIPEJOCTABIISIONINE CBOM NIEPCOHATIbHBIC JaHHBIE.



O06paboTKa MepCoOHaIbHBIX TaHHBIX JOMYCKACTCS B CISAYIONTUX CITyJasiX:

1) oOpaboTka MEepCOHANBHBIX TAHHBIX OCYIIECTBILSIETCS C COTJIACHS CyOBeKTa NEepCOHAJBHBIX JaHHBIX Ha
00paboTKy €ro mepcoOHAIBHBIX TaHHBIX;

2) o0paboTka TEepCOHANBHBIX JAaHHBIX HEOOXOIMMa [UIS MOCTI)KCHHS IeNiel, IpeayCMOTpPEHHBIX
MEXAYHapoAHbIM gaorosopoM Poccuiickoii @epepaluu WIM 3aKOHOM, MJsl OCYIIECTBICHHUS M BBINOJHEHUS
BO3JIOXKEHHBIX 3aKOHOJAaTeNbCcTBOM Poccuiickoii ®expepanun Ha omneparopa (yHKUOME, TONMHOMOYMH |
00s13aHHOCTEHA;

3) o0paboTKa NEpPCOHANBHBIX MAaHHBIX HEOOXOAMMa Uil OCYLIECTBICHHS IIPABOCYAUS, HWCIIOJHEHHS
CyAeOHOro aKkTa, akTa JPYroro opraHa WIM JOJDKHOCTHOTO JIMIA, HOJAJEXKAIIMX HCIIOJHEHUIO B COOTBETCTBHHU C
3aKoHozaTeabCcTBOM Poccuiickoii denepanuy 00 HCHOJIHUTENEHOM MPOU3BOJICTBE (Aaee - UCIOJIHEHUE Cy1eOHOr0o
aKTa);

4) o0paboTka IMepCcOHANBHBIX AaHHBIX HEOOXOIUMa IJISI MCIOJHEHUS ITONIHOMOYNH (erepanbHBIX OPTaHOB
UCTIOJIHUTENIPHOM BJIACTH, OPTaHOB TOCYAAPCTBEHHBIX BHEOIOMKETHBIX (OHIOB, HCHOIHUTENBHBIX OPraHOB
TOCyapCTBEHHOM BiacT cyObekToB Poccmiickoit ®enmepanui, OpraHOB MECTHOTO CaMOYIPAaBICHUS M (DyHKITHIA
OpTaHM3aINi, yJacTBYIOIINX B MPENOCTaBICHUH COOTBETCTBEHHO TI'OCYAAPCTBCHHBIX M MYHHIUINAIBHBIX YCIYT,
npexycMoTpeHHBIX @PenepanpHbM 3akoHOM 0T 27 mioinst 2010 roma N 210-03 "O6 opraHu3amu IpeaoCcTaBICHHS
TOCYAApCTBEHHBIX U MYHHIUIANBHBIX yCIyT", BKIIOYas PErHCTPANIo CyOBEKTa IEPCOHANBHBIX JAHHBIX HA €ANHOM
MopTajle TOCYIapCTBEHHBIX W MYHHLMIAIBHBIX YCIYr M (WJIM) PErHOHAIBHBIX IOpPTalaX TOCYJapCTBEHHBIX W
MYHHUIUITAJIILHBIX YCIIYT;

5) 06paboTKa MEepCOHAIBHBIX JAHHBIX HEOOXOAMMA JUIS HCIIOJHEHMS JOTOBOPA, CTOPOHOM KOTOPOro JHOO
BbIFOZ[OHpI/IO6peTaTeIIeM WA IOPYYUTECIIEM IO KOTOPOMY SABJIACTCSA Cy6'L€KT NIEPCOHAJTIbHBIX NAHHBIX, a TAKXKE IJIsA
3aKJIIOYCHU JO0TOBOpa MO MHUIIUATHUBE cy61)e1<Ta NIEPCOHAJTIBHBIX JaHHBIX WJIM JOT0BOpa, IO KOTOPOMY cy61,e1<T
MEPCOHATBHBIX JAHHBIX OyJIET ABIATHCS BBHITOJONIPHOOpETATENEM HIIH OPYIUTETIEM;

6) 0OpaboTKa MEpPCOHANTBHBIX AAHHBIX HEOOXOAMMA IUISl 3aIUTHI XKU3HH, 3/I0POBbSl MM WHBIX >KH3HEHHO
B)XHBIX HHTEPECOB CYOBEKTA IIEPCOHANBHBIX JAHHBIX, €CIIH MOIyYCHHUE COTNIAcHs CyObeKTa epCOHAIBHBIX TaHHBIX
HEBO3MOXHO;

7) o0paboTka NEpCOHATBHBIX JAaHHBIX HEOOXOOMMa MAJsI OCYIIECTBICHHUS NpaB W 3aKOHHBIX HHTEPECOB
orepaTopa WM TPETHHX JIMI, B TOM YHCJIE B CIIydasx, MpeaycMoTpeHHbIX DenepanbHbiM 3akoHOM "O 3ammre mpas
N 3aKOHHBIX HHTEPCCOB (1)I/I3I/I'~IeCKI/IX JAO TpU OCYHIECTBJICHUN JOCATCIBHOCTU II0 BO3BpaTy HpocpoquHoﬁ
3aJJOJDKEHHOCTH M O BHeceHMH u3MeHeHuit B DepepanbHblii 3akoH "O MHKpO(DUHAHCOBOW NESATENBHOCTH U
MHUKpPO(UHAHCOBBIX OpraHu3auusax", 1100 AJs JOCTHKEHUST OOIECTBEHHO 3HAYMMBIX IIeJIel IPU YCIIOBHH, YTO NIPU
3TOM HE HapyIIAIOTCs NpaBa U cBOOObI CyObeKTa MEPCOHATBHBIX JITAHHBIX;

8) 00paboTKa NepCcoOHAJIBHBIX JaHHBIX HEOOXOAMMa JJIsl OCYIIECTBICHHS NPO(ECCHOHANBHOM NesaTeIbHOCTH
JKypHaJIHCTa U (WIH) 3aKOHHOH EATeIbHOCTH CPECTBA MACCOBOI MH(GOpPMAIUK JTHOO HAYYHOU, JIUTCPATYPHON HITH
WHOM TBOPYECKOW JESTENFHOCTH TPH YCIOBUH, YTO NPHU STOM HE HAPYIIAIOTCSA NpaBa W 3aKOHHBIE WHTEPECHI
CyOBEKTa IePCOHANBHBIX IAHHBIX;

9) 00paboTKa MEepCOHATBHBIX AAHHBIX OCYIIECTBISAETCS B CTATUCTUYECKUX WJIM HHBIX HCCIIENOBATEIbCKUX
HeNsAX, 3a HCKIIOUEHHWEM Iieiel, yKa3aHHBIX B cTaThe 15 Hacrosimiero ®enepanbHOTO 3aKOHA, IPU YCIOBHH
00s13aTeIbHOT0 00€3TMYNBaHNS IEPCOHAIBHBIX IaHHBIX;

10) ocymiectBisieTcsi 00pabOTKa MEPCOHAIBHBIX JIaHHBIX, AOCTYI HEOTPAHUYEHHOTO KPYyTa JINI K KOTOPHIM
NpPeIOCTaBlIeH CYyOBEKTOM IEPCOHANBHBIX AaHHBIX JIMOO IO ero mnpochkde (anee - NEepCOHANbHBIE JlAHHBIE,
CeTaHHbIE O0IIEAOCTYITHBIMH CyOBEKTOM NMEPCOHATBHBIX JaHHBIX);

11) ocymecTBiseTcst 06paboTKa MEPCOHANBHBIX TaHHBIX, TOJICKAIINX OIYOJINKOBAHUIO WIIH 0053aTEIFHOMY
PacKpBITHIO B COOTBETCTBUH C (eiepaibHbIM 3aKOHOM.

O0paboTKa CHenUaIbHBIX KaTerOpHH IEpCOHANBHBIX JAHHBIX, KacalOIIMXCS COCTOSHHS 370pOBbS HE
JIOIYCKaeTCsl, 32 NCKITIOYEHUEM CITy94aeB, €CIIu:

1) cyOBeKT nepcoHaIBbHBIX JaHHBIX Jajl COTJIACHE B IINCHbMEHHOH (hopMe Ha 00pabOTKy CBOMX IEPCOHAIBHBIX
JIAHHBIX;

2) nepcoHaNIbHBIC JaHHbIE CIeTaHbl 00IEeJOCTYTHBIMU CYOBEKTOM NEPCOHANBHBIX TaHHBIX;

2.1) obpaboTKa MepCOHANBHBIX JaHHBIX HEOOXOIMMa B CBSI3M C peajH3alnreil MeXIyHapOJHBIX JOTOBOPOB
Poccuiickoit @denepanuu o peaiMuccuy;

2.3) o00paboTka TEPCOHATBHBIX JAaHHBIX OCYIIECTBISETCSI B COOTBETCTBUM C 3aKOHOJATEIHCTBOM O
FOCyIIapCTBeHHOﬁ COL[PIaI[BHOﬁ IIOMOIIH, TPYAOBBIM 3aKOHOAATCILCTBOM, IICHCHOHHBIM 3aKOHOAATCIHLCTBOM
Poccuiickoit @enepanuu;

3) 00paboTKa MEPCOHATBHBIX IAHHBIX HEOOXOJMMA JUISl 3alUThl KU3HU, 3JOPOBBSI WM HHBIX JKU3HEHHO
BO)XHBIX WHTEPECOB CYOBEKTa MEPCOHAIBHBIX IAaHHBIX JIMOO JKU3HM, 310POBbS MM WHBIX JKM3HEHHO BaXKHBIX
MHTEPECOB JIPYTHUX JIMII M MTOJTyYEHHE COIIacks CyObeKTa MePCOHAIBHBIX JaHHBIX HEBO3MOKHO;

4) 00pad0TKa NePCOHANBHBIX JAHHBIX OCYINECTBJIACTCH B MEANKO-TPOPUIAKTHYECKHUX LEJIsIX, B HeJsX
YCTAHOBJIEHHS] MEIWIMHCKOT0 AWArHO33a, OKAa3aHWs MEAMIMHCKAX W MeINKO-CONMAJIbHBIX YCJIyr MpH
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YCJIOBHHM, 4YTO 00pa0oTka MepCOHAJbHBIX [AaHHBIX OCYyllecTBJseTcsl JHIOM, MpodeccHOHATBLHO
3aHUMAIOIIUMCH MEIMIMHCKON AesiTeJbHOCTbI0O M O0A3aHHBIM B COOTBETCTBHHM C 3aKOHOAATEIbCTBOM
Poccuiickoii @erepanuu cOXpaHsATh BPaueOHYIO TaiiHy;

5) o00paboTka TEpPCOHATNBHBIX JAaHHBIX WICHOB (YYACTHHKOB) OOIIECTBEHHOTO OOBEOWHEHUS WIN
PENUTHO3HON  OpraHM3allMi  OCYLIECTBISETCS COOTBETCTBYIOIIMMH  OOIIECTBEHHBIM OOBEIMHEHHEM WU
PENUruO3HON OpraHu3anuel, JeMCTBYIOIMMHI B COOTBETCTBUH C 3aKOHOAATENLCTBOM Poccuiickoit @enepanuu, 1is
JIOCTIDKEHUSI 3aKOHHBIX IIeJIeH, MPeJyCMOTPEHHBIX HX YUPEOUTEIbHBIMM JOKYMEHTaMM, IPU YCJIOBHH, UTO
NepCOHAJbHBIC TaHHBIE HE OY/IyT paclpoCTpaHsAThCs 0e3 Corjacus B MUCbMEHHON (opMe CyObhEeKTOB NEPCOHAIBHBIX
JIaHHBIX;

6) 00paboTKa MepcoOHAIbHBIX JTAHHBIX HEOOXOAMMa ISl YCTAHOBIICHUS MJIM OCYLIECTBIICHHS NPaB CYyOBEKTa
MEePCOHANBHBIX JaHHBIX WIX TPETHUX JIHUII, @ PABHO U B CBA3U C OCYIIECTBICHUEM IIPABOCYIHS;

7) 0OpaboTKa MepcOHAIBHBIX JTAaHHBIX OCYIIECTBIISIETCS B COOTBETCTBUH C 3aKOHOJATENILCTBOM Poccuiickoii
Oeneparun 06 000poHE, 0 0€30IACHOCTH, O MPOTHUBOJCHCTBUN TEPPOPU3MY, O TPAHCHOPTHOW OE30MAaCHOCTH, O
MPOTHUBOACHCTBUN KOPPYNIHUK, 00 ONEPaTHBHO-PA3bICKHON NESTENPHOCTH, 00 HCHOJIHUTEIBHOM IIPOU3BOJCTBE,
YTOJIOBHO-HMCIIOIHUTEIBHBIM 3aKOHOAATENLCTBOM Poccuiickoit @enepauuu;

7.1) oOpaboTka TOIYYCHHBIX B YCTAaHOBJICHHBIX 3aKOHOIATENHECTBOM Poccuiickoit @enmepamuy cirydasx
MEPCOHATBHBIX JAHHBIX OCYILECTBIIACTCS OPTaHAMH IIPOKYPATyPHI B CBS3H C OCYIIECTBICHUEM UMH ITPOKYPOPCKOTO
HaJ30pa;

8) 00paboTka mNepCOHANBHBIX JaHHBIX OCYIIECTBISIETCSI B COOTBETCTBHHM C 3aKOHOAATEILCTBOM 00
00s13aTeIbHBIX BUAaX CTpaxoBaHUs, CO CTPAXOBBIM 3aKOHOAATCIILCTBOM;,

9) 00paboTka MEepCOHANBHBIX JaHHBIX OCYLIECTBIISIETCS B CIy4asX, MPEIyCMOTPEHHBIX 3aKOHOJATEILCTBOM
Poccuiickoit denepanuu, rocylapCTBEHHBIMU OpraHaMM, MYHULUIAIBHBIMM OpraHaMy WIM OpraHu3alUdsMHU B
LEJsIX YCTPOMCTBA JieTei, OCTaBUIMXCs 0e3 TONeYeHUs POANUTENICH, Ha BOCIIUTAHUE B CEMbH I'PayK/IaH;

10) 06paboTKa epCOHANBHBIX JAHHBIX OCYIIECTBISETCS B COOTBETCTBUH C 3aKOHOAATENLCTBOM Poccuiickoi
®enepanun o rpaxnaHcTse Poccuiickoit denepanuu.

Opranusanust 00padaTeiBaeT rnepcoHansHple qanubie: @HO, moi, nqata 1 MECTO POXKICHHS, O COCTOSHHUH 310POBbS
nalyeHTa, TeyiedoH, anpec IMEKTPOHHON HOYTHI, TaHHBIC COAEepIKaluecss B MEIUIUHCKON JOKYMEHTAIUH, a TaKXKe
UHGOPMALMIO O MecTe PabOTHL, MecTe HPOXKUBAHHA CYOBEKTOB INEPCOHAIBHBIX MAaHHBIX, MACIOPTHBIC IaHHbBIC
(maHHBIE HHOTO JJOKYMEHTA YIOCTOBEPSIONIEro TnUHOCTh), nanusie CHUJIC, a tarxke cBeieHHs 00 00pa3oBaHUH;
CBEJICHHS O MECTax paOOThI; CBEICHHUS O TOCTaHOBKE Ha Hanmorosbii yuet (MHH);

OpFaHI/ISaI_II/ISI BI[paB€ B YCTAHOBJICHHOM 3aKOHOAATCJILCTBOM  HOPAAKE OCYILICCTBIIATH C60p, 3aIlucChb,
CUCTCMATU3AllNI0, HAKOIUUICHHUC, XpPaHCHUC, 06HOBH€HI/I€, HU3MCHCHUEC, HCIIOJIB30BaHUC, O6€3J’II/I‘II/IBaHI/Ie,
6J'IOKI/Ip0BaHI/I€, YHUYTOKCHHUC NIEPCOHAIIbHBIX JaHHBIX.

OpFaHI/IBaI_II/IH BIIpaBE€ C coOrjlacus nalueHTa OCYHICCTBIIATH 06pa60T1<y €ro IMnepCoOHaJbHBIX HAaHHBIX B CJy4ac
HCO6XO,I[I/IMOCTI/I COBCpUICHUA ﬂeﬁCTBHﬁ B PAa3JIMYHbIX I/IH(l)OpMaLII/IOHHLIX CUCTEMAX, OCYHICCTBJIATH o0MeH
JaHHBIMHU CO CTPAaxXOBbIMU MECIUIIMHCKUMHU OpTaHU3allUAMU.

ITpunIHne 06paboTKH MEePCOHATBHBIX JaHHBIX !

e 3aKOHHas OCHOBa OOpabOTKM MEPCOHAJBHBIX TAHHBIX, 3aKOHHBIE CIIOCOOBI 0OPabOTKH MEPCOHAIBHBIX
JTaHHBIX;

e orpaHMdyeHue OOPaOOTKM MEPCOHANBHBIX MAHHBIX JOCTHKEHHEM 3apaHee OIpPEeIeNCHHBIX M 3aKOHHBIX
LeJnei;

e HejomymeHue oObeAWHEHHs 0a3 JaHHBIX, COJEp)KAIIMX NEPCOHAIbHBIC JaHHBIE, 00paboTKa KOTOPHIX
OCYIIECTBIISIETCS] B HECOBMECTHMBIX MEKAY COOO0I Lersix;

e  00paboTKa TOJHKO TEX MEPCOHATIBHBIX JaHHBIX, KOTOPHIE OTBEYAIOT IEIsIM 00paboTKy;

® COOTBETCTBHE COJEpKaHMS M 00beMa 00padaThIBAGMBIX IEPCOHAIBHBIX JAHHBIX LEIsIM 00paboTKH,
HEJIOIyCTUMOCTh U30BITOYHOCTH 00padaThIBaEMbIX NEPCOHATIBHBIX JAHHBIX 0 OTHOIIEHHUIO K 3asBJICHHBIM
1essiM 00paboTKy;

e olecneueHHe TOYHOCTH IMEPCOHAIBHBIX JAHHBIX, UX JOCTATOYHOCTH M AKTyaTbHOCTH IO OTHOIICHHIO K
HEeJsIM 00pabOTKH MEPCOHATBHBIX JTaHHBIX;

e olecreueHne MPUHATHS HEOOXOAMMBIX Mep MO yJAJICHUIO MM YTOYHEHHIO HE TIOJHBIX WM HETOYHBIX
JTAaHHBIX;

e  OCYLIECTBJICHHE XPaHEHMs TIEPCOHAIBHBIX JaHHBIX B ()OpMe, MO3BOJISIONIEH ONpenesnTh CcyObeKTa
HNEPCOHANBHBIX JaHHBIX

Coracue Ha 00pabOTKy HEPCOHAIBHBIX JaHHbIX.



CyObeKT MepcoOHaJbHBIX JAHHBIX NPUHAMAET pPEIICHHE O MPEIOCTABICHUH €r0 MEePCOHAJbHBIX JAHHBIX U JIaeT
corjacue Ha uX oOpaboTKy CBOOOJIHO, CBOEH Bosiel W B cBoeM mHTepece. Coracue Ha 00paboTKy TepCOHATBHBIX
JIAHHBIX JIOJDKHO OBITh KOHKPETHBIM, HH)OPMUPOBAHHBIM U CO3HATEIbHBIM.

Cornacue Ha 00pa0OTKY ITEPCOHATBHBIX JaHHBIX MOJKET OBITH OTO3BAHO CYOBEKTOM MEPCOHAIBHBIX TaHHBIX.

Coryacue B NMUCbMEHHOH (opMe CyOBbeKTa IMEepCOHANbHBIX AaHHBIX Ha 00pabOTKy ero NmepCcOHANBHBIX JaHHBIX
JIOJDKHO BKJTIOYATh B ce0sl, B YaCTHOCTH:

1) ¢amunuio, uMs, OTYECTBO, ajpec CyObeKTa TIEpCOHAIBHBIX JaHHBIX, HOMEP OCHOBHOIO JIOKYMEHTa,
YJIOCTOBEPSIOIIETO €ro JMYHOCTh, CBEJICHUS O 1aTe BbIAAYM YKa3aHHOTO JOKYMEHTA U BBIIABIIEM €ro OpraHe;

2) QaMunuio, WM, OTYECTBO, aIPec MPEACTABUTENS CYOBEKTa IIEPCOHAIBHBIX JlaHHBIX, HOMEP OCHOBHOTO
JIOKyMEHTa, yJIOCTOBEPSIOIIETO €ro JINYHOCTh, CBEJCHUS O JaTe BblJayl yKa3aHHOTO AOKYMEHTa U BBIIABILEM €T0
OpraHe, peKBH3HUTHI JOBEPEHHOCTH WM MHOTO JOKYMEHTa, TOATBEPIKAAIOIIETO MOJTHOMOYHS 3TOTO IPEACTABUTEINS
(TIpu TOJTyYEeHNH COTIAcHs OT NMPEACTABUTENS CyObEKTa IEPCOHANBHBIX JAaHHBIX);

3) HauMeHOBaHHWE WIH (QAMIWINIO, WM, OTYECTBO M aJpec OIlepaTropa, IONYJalomlero corjiacue cyObeKTa
MIEPCOHATBHBIX JAHHBIX;

4) nens 00pabOTKH MEePCOHATBHBIX JAHHBIX;

5) mepedeHp MepCOHATIBHBIX JaHHBIX, Ha 00pab0TKY KOTOPBIX JACTCs COTJIacHe CYObeKTa IMepCOHAIBHBIX JaHHBIX;

6) HanMmeHOBaHHE WM (DaMHIMIO, MMS, OTYECTBO M aJpec JIMIA, OCYLIECTBIIIOMIEr0 0OpabOTKy MepCOHaIbHBIX
JTAaHHBIX TI0 TIOPYYCHHUIO OIlepaTopa, ecii 00paboTKa OyAeT MopydeHa TaKOMY JIUILY;

7) nepedeHb ACHCTBUI C IEPCOHAIBHBIMY JaHHBIMU, HA COBEpIICHHE KOTOPBIX JaeTcs Corjiacue, olliee OnucaHue
UCIIOJIb3YEMBIX OIIEPaToOpOM CIIOCOOOB 00PabOTKH MEPCOHATIBHBIX JAHHBIX;

8) cpok, B TedueHHE KOTOPOTO JCHCTBYET COrIacue CyOhEeKTa MEPCOHAIBHBIX JaHHBIX, a TAKXKE CIOCO0 €ro OT3hIBA,
€CII NHOE HE YCTaHOBICHO (DeAepatbHbIM 3aKOHOM;

9) moxnuck cyObEKTa NEPCOHATBHBIX TaHHBIX.

emu 00pabOTKH: MpenoCTaBICHHE MANMEHTY MEIUIMHCKHX YCIYr B IOJHOM OOBEME B COOTBETCTBHH C
3aKOHOJATeNbCTBOM P®, B MeIUKO-MPOQHUIAKTHYECKHX NENAX, B LEJIAX YCTAHOBJECHHS MEAHIHHCKOIO
AUATHO3a, OKA3aHUS MEAMUMHCKHX M MEIMKO-COLHMAJBHBIX YCIYI 3aKIIOYECHHUE U HCIIOJIHEHUE I'PAXKIAHCKO-
NPaBOBBIX U TPYAOBBIX JOTOBOPOB, a TaKkKe peknamMa W HHPOpMUpOBaHME 00 yciiyrax, CHEeLUajIbHBIX
IPEIIOKEHUAX U aKLUAX.

CyOBbeKT nepcoHaIBHBIX TaHHBIX UMEET ITPaBO Ha 3allIUTY CBOMX IIPaB M 3aKOHHBIX HHTEPECOB, B TOM YHCIIE Ha
BO3MeIlIeHHE YObITKOB U (MJIN) KOMIICHCAIMIO MOPAJILHOTO Bpea B Cy/IeOHOM TOpsIKE.

Cy6’beKT MNEPCOHAJIBbHBIX HaHHBIX BIPAaBE ’I‘pe60BaTL OT oIlepaTopa YTOYHCHHA €ro INEPCOHAJIbHBIX HAaHHBIX, UX
6J'IOKI/Ip0BaHI/I$I WM YHUYTOXKCHHA B CJIydac, C€CJIM NEPCOHAJIbHBIC NAHHBIC SBJISIIOTCS HCIIOJIHBIMH, YCTApPCBIIMMMU,
HCTOYHBIMH, HE3aKOHHO HNOJYUYCHHBIMU WU HEC SBJIAKOTCA HCO6XOJII/IMLIMI/I JUIA 3asBJICHHON IIEIN 06pa6OTI(I/I, a
TAKKEC IPUHUMATD MPEAYCMOTPEHHBIC 3dKOHOM MEPHI 110 3alIUTE CBOUX IIpaB.

CyObeKT mepcoHalIbHBIX JAaHHBIX HMMEET MpaBO HA IOJIydeHWe HH(OpMalWu, Kacaromeics oO0paboTKH ero

MEePCOHAJIBHBIX JJAHHBIX, B TOM YHCJIE COACPIKALICH:
1) monTBepxaeHue pakra 00pabOTKHU NMEPCOHAIBHBIX JJAHHBIX OTIEPATOPOM;
2) npaBoBbIE OCHOBaHHMS U 1IeJI 00paOOTKK IIEPCOHANBHBIX JaHHBIX;
3) e ¥ IPUMEHSIEMbIE OTIEPATOPOM CIIOCOOBI 00PaOOTKH MEPCOHATBHBIX JAHHBIX;
4) HaMMEHOBaHHE M MECTO HAXOXJIEHHS OlepaTropa, CBEACHUS O JHIAX (3a HCKIIOUYEHHEM pPaOOTHHKOB
orepaTopa), KOTOpble MMEIOT JOCTYN K IEPCOHAIBHBIM IaHHBIM WJIM KOTOPBIM MOTYT OBITH PAaCKpPBITHI
MIepCOHAIbHBIE JJaHHBIE HA OCHOBAHUH JI0TOBOPA C OIIEPAaTOPOM HIIM Ha OCHOBAaHMH (peaepabHOro 3aKOHa;
5) obpabaTpIiBaeMBble IEpCOHATBHBIC JaHHBIE, OTHOCAIINECS K COOTBETCTBYIOIIEMY CYOBEKTY MepCOHaIbHBIX
JTAHHBIX, UCTOYHHMK MX TOJIyYCHHUsS, €CITM WHON MOPAIOK INPEICTaBICHHS TaKHX JAHHBIX HE IPEIyCMOTpPEH
(henepasbHBIM 3aKOHOM;
6) cpokn 00pabOTKH NEPCOHAIBHBIX JAHHBIX, B TOM YHCJIE CPOKU MX XPaHEHHS;
7) NOPSIIOK OCYIIECTBJICHUsS] CYOBEKTOM IEPCOHANBHBIX [AHHBIX IPaB, IPEIyCMOTPEHHBIX HACTOSIIUM
®DenepabHBIM 3aKOHOM;
8) nuadpopmaruio 06 OCyIIeCTBISHHON WK O TIPEANoaraeMoi TpaHCTPAHUIHON Tiepeiade TaHHBIX;
9) HamMeHOBaHWME WIM (aMHUIHIO, WMS, OTYECTBO M aJpec JHIa, OCYIISCTBIAIONETO 00paboTKy
MePCOHANBHBIX JAHHBIX 0 MOPYYSHHIO OIlepaTopa, ecimn 00paboTka mopydeHa wiH OyneT mopyd4eHa TaKOMY
auiy;
10) uHBIE cBeAeHMs, PEAYCMOTPEHHbIE HacTosmnM DeepabHBIM 3aKOHOM WM JIPYTUMH (eepaabHBIMU
3aKOHAMH.



YkazaHHbIE CBEICHHS JOJDKHBI OBbITh MPEI0CTABIICHBI CYOBEKTY MEPCOHANBHBIX JAHHBIX OMEPAaTOPOM B AOCTYITHOMN
dhopme.

CBeleHUsT NPENOCTABISIOTCA CYOBEKTy I€PCOHANBHBIX IAaHHBIX WM €ro IPEeNCTABHTENIO0 OIEepaTopoM IpH
oOpameHnn THOO0 TIPH TIONYYEeHHH 3alpoca CyOBEKTa MEepPCOHANBHBIX NAHHBIX WIIM €Tr0 IPEACTABHTENS. 3alpoc
JOJDKEH COJepKaTh HOMEP OCHOBHOT'O JOKYMEHTA, YIOCTOBEPSIOLIEro JIMYHOCTh CYOBbEKTa IePCOHANBHBIX JaHHBIX
WM €ro NpeICTaBUTENs, CBEACHHS O JlaTe BBIIAYM YKa3aHHOTO JOKyMEHTa W BBIIABIIEM €ro OpraHe, CBEICHUS,
MOATBEPXKIAIOIIHE y4acTHe CYObeKTa EPCOHAIBHBIX JaHHBIX B OTHOIICHHSX C ONEpaTopoM (HOMeEp J0roBopa, Aarta
3aKJIFOYEHHMSI JOTOBOPA, YCIOBHOE CIOBECHOE O0O3HaueHHE W (WIM) HMHBIE CBEICHUs), JMOO CBEIEHUS, WHBIM
obpazoM mnoaTBepxkjaromye (akT 00pabOTKM INEPCOHANBHBIX JaHHBIX ONEPaTOpOM, HOANUCH CyObeKTa
MEPCOHAJBHBIX JAHHBIX WM €ro MpeACTaBUTENs. 3ampoc MOXeT OBITh HampaBlieH B (DOpME BIIEKTPOHHOTO
JIOKyMEHTa M TIOATMCAH 3JIEKTPOHHOMN ITOIMHICHI0 B COOTBETCTBUH C 3aKOHOAATeIbCTBOM Poccuiickoit ®enepannm.

B cmywae, ecnu cBeneHus, a Takke oOpaOaThIBaeMble IEPCOHATIBHBIC NaHHBIE OBUIM IIPEAOCTaBIICHBI IS
O3HAKOMJICHUSI CyOBEKTY NEpPCOHAIBHBIX AAHHBIX IO €r0 3alpocy, CyOBEKT NEPCOHAIBHBIX [aHHBIX BIIPaBE
00paTHThCA MOBTOPHO K ONEPaTOpy WM HAINPaBUTh €My IOBTOPHBIM 3ampoc B IENAX NMOMYYEHHS CBEICHHH H
O3HAaKOMJICHUSI C TAKMMH MEPCOHAIBHBIMHU JAHHBIMH HE paHee YeM uepe3 TPUALATH JHEH mocie IepBOHAYaIbHOTO
oOpaiieHusi WIM HalpaBlICHUS TE€PBOHAYAIBHOTO 3alpoca, €cilu Ooiee KOPOTKHH CpPOK HE YCTaHOBICH
(enepasbHBIM 3aKOHOM, IIPUHATBIM B COOTBETCTBHHM C HMM HOPMATHUBHBIM IIPaBOBBIM aKTOM WJIM JIOTOBOPOM,
CTOPOHOH KOTOpPOro JH0OO BBITOJONpPHOOpETaTeNIeM WIH IOpYYUTEeNeM [0 KOTOPOMY SABISEeTCA CYOBEKT
MePCOHANBHBIX TaHHBIX.

CyOBbeKT NepcoHaJbHBIX JAHHBIX BIPaBe OOPAaTUTHCS MOBTOPHO K ONEpaTopy WM HANpaBUTh €My MOBTOPHBIH
3ampoc B IENSX MOJNyYeHUS CBEICHHUI, a TAaKXkKe B IEISIX O3HAKOMJICHHS ¢ 00pabaThIBaeMbIMH NEPCOHAIBHBIMHU
JaHHBIMH 710 WCTEYCHHUs YKa3aHHOTO CpOKa, B CIydae, €CIM Takhe CBeAeHHUS M (wim) oOpabaThIBacMbIe
NIepCOHATbHBIC JaHHBIE HE OBIIM NPEJOCTABICHBI €My JUIS O3HAKOMJICHHS B IIOJIHOM 00BEME IO pe3yJsibTaTaM
paccMOTpeHns IepBOHaYaIbHOT0 oOpamnieHus. [I0BTOpHBIN 3ampoc HapsAy CO CBEICHHUSAMH, YKa3aHHBIMH B 9acTh 3
HACTOSIIEH CTaThH, HOJDKEH COJIepKaTh 000CHOBaHME HAIPABICHNUS IIOBTOPHOTO 3aMpoca.

IIpaBo cyOBekTa MEpCcOHATIBHBIX AAHHBIX Ha JOCTYN K €ro IMEePCOHAIBHBIM JAaHHBIM MOXET OBITh OTPaHHYEHO B

COOTBETCTBHH C (heiepalbHbIMHU 3aKOHAMH, B TOM YHCJIE €CIIH:
1) ob6paboTka mepCOHATBHBIX MJAaHHBIX, BKIIOYas MEpCOHAIbHBIC JAaHHBIC, IOJIYYCHHBIE B pE3yJbTaTe
OIepPaTUBHO-PA3bICKHON, KOHTPpa3BeAbIBATEILHON M pa3BebIBATEIbHON AEATENbHOCTH, OCYLIECTBISIETCS B
LEeJsIX 0OOPOHBI CTPaHbI, 0€30MaCHOCTH TOCYIAPCTBa M OXPaHbI IIPaBOIIOPSIIKA;
2) 06paboTKa NePCOHANBHBIX JTAHHBIX OCYILECTBIISETCS OpraHaMu, OCYIIECTBUBIINMHU 3aJepKaHne CyOBbeKTa
MEPCOHATBHBIX JAHHBIX 10 MOJO3PEHUI0 B COBEPIUCHMH IMPECTYIICHUS, JIMOO MPEABbSIBUBIINMHU CYyOBEKTY
MIEPCOHAIBHBIX JTAHHBIX OOBUHEHHE 10 YTOJIOBHOMY A€y, TMO0 NPUMEHHUBIINMHU K CYOBEKTY IEePCOHAIBHBIX
JAHHBIX MEpy TPECeueHHs O NMPEAbSBICHUS OOBHHEHU, 38 MCKIIOYCHHUEM IIPEIYCMOTPEHHBIX YTOJOBHO-
IpoleccyaIbHBIM 3aKOHOAaTeNbcTBOM Poccniickoit denepanun cirydaeB, €ciii AOIyCKAaeTCs 03HAKOMIICHHE
MOZI03PEBAEMOT0 MII OOBHHAEMOTO ¢ TAKUMH NEPCOHAIBHBIMHU JAHHBIMH;
3) o0OpaboTka TNEpPCOHANBHBIX IAHHBIX OCYLIECTBIISICTCS B COOTBETCTBHM C 3aKOHOJATEILCTBOM O
MPOTUBOACHCTBUM  JIerajuu3aluyd  (OTMBIBAHMIO) JIOXOJOB, TIIOJIyUYEHHBIX IPECTYHHBIM IIyTeM, U
(hMHAHCUPOBAHUIO TEPPOPU3MA;
4) moctyn cyObeKTa MEpCOHAIBHBIX JaHHBIX K €ro IMEepCOHANBHBIM JaHHBIM HapyllaeT IpaBa M 3aKOHHBIC
HMHTEPECHI TPEThUX JIMIL;
5) 06paboTKa MepCOHATBHBIX JTAHHBIX OCYIIECTBISAETCS B CIydasx, MPEIyCMOTPEHHBIX 3aKOHOAATEIECTBOM
Poccuiickoit ®eneparmi 0 TpPaHCHOPTHOW O€30MAaCHOCTH, B IEIAX OOCCIIEYCHUS YCTOMYUBOIO H
6e30macHor0 (PyHKIMOHUPOBAHKS TPAHCIIOPTHOTO KOMILIEKCA, 3alIUThl HHTEPECOB JMYHOCTH, OOIIECTBa U
rocyAapcTBa B cepe TpaHCHOPTHOTO KOMITIEKCA OT aKTOB HE3aKOHHOTO BMEIIATEIbCTRA.

Ecin cyOBekT mMepcoHANBHBIX JAaHHBIX CUHTAET, YTO OMNEpaTrop OCYIIECTBISIET 00pabOTKy €ro HepcOHaIbHBIX
JIAHHBIX C HapylIeHHeM TpeOoBaHMi HacTosero deaepaabHOrO 3aKOHA WIIM MHBIM 00pa3oM HapyllaeT ero rnpasa u
cBOOOJIBI, CYOBEKT TEPCOHAIBHBIX MaHHBIX BIpaBe OOXKalmoOBaTh NEHCTBUSA WM Oe3NelcTBHE oreparopa B
YIOJTHOMOYEHHBIH OpraH I10 3aIiTe MpaB CyObEeKTOB MEPCOHATIBHBIX JAHHBIX HIIH B CyJeOHOM MOpSIIKE.

CyOBeKT mepcOHANBHBIX JAHHBIX MMEET IPaBO Ha 3aIIUTy CBOHMX IIPAaB M 3aKOHHBIX MHTEPECOB, B TOM YHCIIEC Ha
BO3MeEIIeHNEe YOBITKOB M (MIJTH) KOMIIEHCAIIMIO MOPAJIFHOTO Bpea B Cy/IeOHOM MOPSI/IKE.

3. Oprax—msaunﬂ 3aIUTHI MEPCOHAJIBHBIX TaHHBIX.



3.1 OCHOBHBIMH 00BEKTAMH CHCTEMBbI 0€30MACHOCTH NMEPCOHAJBLHBIX JAHHBIX B OPraHU3aLUU
SIBJISIIOTCS:

- UH(OPMALMOHHBIE PECYPCHI ¢ OTPaHHYCHHBIM JIOCTYIIOM, COJeprKalllie epCOHAIbHBIC TaHHEIE;

- nporeccsl 0OpabOTKH MEepCOHANBHBIX JaHHBIX B HMH(POPMALMOHHBIX CHCTEMaxX MEePCOHAIBHBIX
MaHAbIX OpraHm3anuy, THPOPMAIHOHHBIE TEXHOJIOTHH, PETIaMEHTHI U MPOIeIypsl cOopa, 00paboTKH, XpaHeHHS U
nepenadn HHGOpMaIKH, IIepCoHaT Pa3pabOTINKOB U MOJI30BATENICH CHCTEMBI U e¢ 00CITY )KUBAIOIIUI IIePCOHAI;

- nHpopMannoHHas MHPPACTPYKTYpa, BKIIOYAIONIAs CHCTEMBI 00padOTKH M aHanu3a MH(GOpPMAIHH,
TEXHHYECKHE M TPOrpaMMHBIE CpEJNCTBA €€ OOpabOTKH, Iepefayd W OTOOpaKeHMs, B TOM YHCIE KaHabI
nHpOpMaMOHHOrO OOMEHa M TEJICKOMMYHHKAIMH, CHCTEMbl M CpEICTBa 3alluThl MH(POPMAIMH, OOBEKTH H
MOMEIIEHUS, B KOTOPBIX PacIiojioKeHbl TEXHUYECKHE CPECTBA 00Pa0OTKH NMEPCOHANBHBIX JTaHHBIX.

3.2. Llenu 3a1muThI
OCHOBHOH TIeTBI0, HAa JOCTIDKEHHE KOTOPOH HaIpaBIICHBI BCE TOJIOKEHUS HacTosmel [lomuTrky, sSBiseTcs
obecrieyeHre 3aIUTH IEPCOHATBHBIX JAHHBIX B COOTBETCTBHH C TPEOOBAaHUSIMHE 3aKOHOJATEIHCTBA.

VYkazaHHasl IeTb JOCTHUTACTCS MOCPEACTBOM OOECTIEUEHHS W IIOCTOSHHOTO TIOANCPKAHUS CIETYFOITIX
CBOWCTB TIEPCOHABHBIX TaHHBIX:

- JOCTYIIHOCTH  IIEPCOHANIBHBIX ~ JaHHBIX  JUIA  JIETAIBHBIX  IOJb30BaTenedl  (yCTOHMYMBOTO
(yHKIIMOHMPOBaHUST MHPOPMAIIMOHHBIX cucteM OpraHu3alyy, MpH KOTOPOM II0JIb30BATENN HMEIOT BO3MOXKHOCTB
MOJIy4YCHUA HCO6XOI[I/IMI>IX NEPCOHATIBHBIX JAaHHBIX U PE3YJILTATOB PCUICHUA 3a4a4 3a NPHUEMIICMOC IJII HUX BpeMﬂ);

- LIEJIOCTHOCTU U ayTEHTUYHOCTHU (IIOJITBEPXKIECHUE aBTOPCTBA) NMEPCOHATIBHBIX JAHHBIX, XPAHUMBIX U
00pabaTbIiBacMbIX B HH)OPMAIMOHHBIX cicTeMax OpraHu3aliiy U IepeiaBacMoi 1Mo KaHajaaM CBS3H;

- KOHq)I/II[eHHI/IaHI)HOCTI/I - COXpaHCHUA B TanHe onpe}leneHHoﬁ JacTu TNEPCOHAJIBHBIX JaHHBIX,
XpaHUMBIX, 00pabaThIBaeMBIX U TIEpeaBaeMBIX IT0 KaHATIaM CBSI3H.

HeoOxonumerit ypoBeHb IOCTYITHOCTH, LEIOCTHOCTH M KOH(PHICHIHMATGHOCTH NEPCOHANBHBIX JTaHHBIX
o0ecreunBaeTcsi COOTBETCTBYIOMIMMHI MHOXKECTBY 3HAUAMBIX YTPO3 METOJIAMHU M CPEICTBAMH.

3.3. OcHOBHEIC 3a/1a9l CHCTEMBI 00ecIIeYeHUsT 0€30ITaCHOCTH ITePCOHATBHBIX JaHHBIX

Jns moCTHKEHWST OCHOBHOW IIETH 3alIWTHl W 0OECIeUYeHUs] YKa3aHHBIX CBOWCTB IEPCOHATBHBIX TaHHBIX
cucreMa oOecrieueHuss HMHPOpPMaMOHHOW Oe3omacHocTn OpraHuzaluy J0JDKHA oOecreuuBath 3(QQeKTUBHOE
peLICHHUE CIIeTYIOLINX 3a1a4:

- CBOEBPEMEHHOE BBLIBIICHHE, OLIEHKA W IIPOrHO3MPOBAHUE MCTOYHHMKOB YIpo3 HH()OPMalUMOHHOM
0e30macHOCTH, TMPUYMH M YCIOBHH, CHOCOOCTBYIOIIMX HAHECCHUIO YIIepOa 3auHTEPECOBAHHBIM CyObeKTam
MH()OPMALMOHHBIX OTHOLICHWH, HAPYLIEHUI0 HOPMAJIBHOIO (QYHKIMOHUPOBaHHUS HH(MOPMALMOHHBIX CUCTEM
Opranuzanuu;

- CO37aHHEC MeXaHW3Ma OIEPATHBHOTO pPEarnpoBaHUS Ha YIpo3bl Oe3omacHOCTH HHGOPMAIMHA U
HEeTaTUBHBIC TCHICHIIHH;

- CO3/IaHUC YCIIOBHH UII MUHHMHU3AIMH W JIOKAIH3AalUH HAHOCHMOTO yiepOa HempaBOMEPHBIMHU
JNEHCTBUAMHE (DU3WYIECKUX W IOPUAMYCCKUX JIUI], OCITAa0JIEHUE HETaTUBHOTO BIMSHUS W JUKBUAALUS ITOCIECICTBUI
HapymeHus 0e30MacHOCTH HHPOPMALINY;

- 3a0IUTy OT BMEMIATeNhCTBA B Ipolecc (QYHKIHOHUPOBAHHA HH(DOPMAIMOHHBIX CHCTEM
OpraHu3aniid  TOCTOPOHHMX JIMI[ (JOCTYym K HHGOPMAIMOHHBIM pecypcaM JODKHBI HMETh  TOJBKO
3aperuCTPUPOBAHHbIC B YCTAHOBJICHHOM IOPSIIKE MOJIb30BATEIH);

- pasrpaHHYeHHe JOCTyNa IoJb3oBaTeded K WH(OPMAalMOHHBIM, anmapaTHbIM, IPOrPaMMHBIM U
uHBIM pecypcam Opranuzaiuu (BO3MOXKHOCTH JOCTYIa TOJBKO K TEM pecypcaM M BBIIIOJHEHHS TOJBKO TeX
onepaunﬁ C HHUMH, KOTOPBIC HeO6XOI[I/IMI)I KOHKPETHBIM I10JIB30BATCIIAM JIJIA BBINIOJIHCHUSA CBOUX CJ'Iy)K66HI)IX
00513aHHOCTEI), TO €CTh 3aIUTY OT HECAHKITHOHIMPOBAHHOTO JOCTYTIA;

- obOecricueHHe AayTCHTU(UKAIMHA TI0JHh30BaTeNleli, y4acTBYIOIIMX B HWH()OPMAIMIOHHOM OOMEHe
(ToATBEpKICHUE TTOAITMHHOCTH OTIPABUTEIS U MTOydaTesst HHPOPMAIIUN);

- 3alIUTy OT HECAaHKIMOHHWPOBAHHON MOTU(HUKAIIMH HCIIOIB3YEMBIX B MH(POPMAIIMOHHBIX CHCTEMax
Oprasn3anyy IpOorpaMMHBIX CPENICTB, a TAKXKE 3alIUTy CHCTEMBI OT BHEJIPCHUSI HECAHKIIMOHUPOBAHHBIX IIPOTPaMM,
BKITIOYAasi KOMITBIOTEPHBIC BUPYCHI;

- 3alIuTy HH(bOpMaL[PIPI OrPaHUYCHHOT'O IMOJIB30BaHUA OT YTCUKH IO TEXHUYCCKHUM KaHajlaM IIpu €€
00paboTKke, XpaHEHUH U Tiepeiave Mo KaHallaM CBSI3H.

3.4. OCHOBHBIC ITyTH PEIICHHUS 32124 CUCTEMBbI 3aIHThI

ITocTaBieHHBIE OCHOBHBIE SN 3aUTHI U PEIICHUE TIEPEYUCTICHHBIX BBIIIEC 3a1a4 JOCTUTAIOTCA:

- CTPOTHUM YYEeTOM BCEX MOJUICKAIINX 3aIINTe PEecypcoB MH(OPMAIMOHHBIX cuUcTeM OpraHu3anuu
(urpOpManmy, 3a1a4, JOKYMEHTOB, KAHAJIOB CBSI3H, CEPBEPOB, ABTOMATH3NPOBAHHBIX paO0OYNX MeCT);

- KypHAJIMPOBAaHUEM MIEHCTBHI NEpCcOHaNa, OCYLIECTBIIIONIEr0 OOCIHYy)KMBaHME W MOJU(UKAIHIO
MPOTPAMMHBIX H TEXHUYECKUX CPEICTB HHPOPMAMOHHBIX CHCTEM;

- MIOJTHOTOW, pEalbHON BBIMOJHUMOCTBIO M HENPOTHBOPEUYMBOCTHIO TPEOOBAHMK OpraHU3allMOHHO-
pacnopsAUTeNbHBIX TOKyMEeHTOB OpraHu3ayy 110 BolpocaM odecnedeHus: 6e30nacHOCTH HH)OPMALNH;
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- MOATOTOBKOM  OJDKHOCTHBIX JIML  (COTPYIHHMKOB), OTBETCTBEHHBIX 3@ OpraHM3alHI0 W
OCYIIECTBIICHHAE MMPAKTUUECKUX MEPONIPHUATHH 110 00ECTIEYEHHIO 0E€30TTaCHOCTH NEPCOHANBHBIX JaHHBIX U IPOIIECCOB
X 00paboTKH;

- HaJICJICHHEM Ka)KJ0TO COTPYJHHKA (II0JIb30BATEN) MHHIMAIBHO HEOOXOJUMBIMH ISl BBITTOTHEHHSA
UM CBOMX (YHKIHOHAIBHBIX OOSN3aHHOCTEH IOJHOMOYMSMH IO JOCTYIy K HH(OPMAIMOHHBIM pecypcam
Oprasnzanuy,

- YETKUM 3HAaHHWEM W CTPOTHM COOJIOJICHHEM BCEMH I0JIb30BaTEISIMU HMH(POPMAIMOHHBIX CHCTEM
Opranuzauuy TpeOOBaHWN OPraHW3allMOHHO-PACIIOPSANTENBHBIX JOKYMEHTOB IO BOIIpocaM oOecHedYeHus
6e3omacHOCTH HH(POPMAIUH;

- MIepCOHAJILHOW OTBETCTBEHHOCTBIO 32 CBOM JICHCTBHS KaXKIOr0 COTPYIHHMKA, B PaMKaxX CBOHMX
(yHKIIMOHAJIBHBIX 0053aHHOCTEH MMEIOIET0 JOCTYII K MH(OPMALMOHHBIM pecypcaM OpraHu3aiim;

- HEMpephIBHBIM  IOJ/ICPXKAHUEM  HEOOXOAMMOIo  YPOBHS  3allMIIEHHOCTH  3JIEMEHTOB
nHPOpPMaIHOHHON cpenpl OpraHu3aIimg;

- MPUMEHEHHEM (H3MUYECKUX M TEXHUYECKUX (IPOrpaMMHO-aNMapaTHBIX) CPEACTB 3aIIUTH PECYPCOB
CUCTEMBI U HENPEPHIBHOM aIMUHUCTPATUBHOM MOANEP>KKON UX UCIIOJIb30BAHUS;

- 3¢ (GEeKTHBHBIM KOHTPOJIEM HaJ COOJIOJACHHEM IIONB30BATEISIMI HH()OPMAITMOHHBIX PECYPCOB
Opraam3zanuu TpeOOBaHUH 10 obecrieueHnIo 0e30acHOCTH HH(OPMAIIHH;

- IOpUAMYECKOW  3amuToil  MHTepecoB OpraHu3anuy TNpH  B3aUMOJACHCTBUM C  BHEUIHUMHU
OopraHu3aisMu (CBS3aHHOM C OOMEHOM II€PCOHANBHBIMHM JAHHBIMH) OT IPOTHUBOIPABHBIX JEHCTBHH, KakK CO
CTOPOHBI 3THX OpPraHU3aLMii, TaK U OT HECAaHKIIMOHUPOBAHHBIX NEWCTBUH 0OCITYKUBAIOLIETO MEPCOHANA U TPEThUX
ML,

4. IlocTpoeHHne cHCTEMBI, ofecneyeHHs] 0€30MACHOCTH NMEPCOHANIBHBIX JAaHHbIX Opranusanum, u ee
(pyHKIHOHMPOBaHME J0JLKHBI OCYIIECTBJISTHCS B COOTBETCTBUH CO CJIETYIONIMMHU OCHOBHBIMHM MPHHIUTIAME:

- 3aKOHHOCTb;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTb;

- HETIPEPHIBHOCTH;

- CBOEBPEMECHHOCTD;

- MPEEMCTBCHHOCTD U HENIPEPBIBHOCTH COBECPIICHCTBOBAHUS,

- pa3yMHasi TOCTaTOYHOCTh (IKOHOMUYECKAs I1eJIECO00Pa3HOCTD);

- NepCOHaJIbHAs OTBETCTBEHHOCTD;

- MHUHUMMU3AIUA HOHHOMOHHﬁ;

- UCKIIIOYEHHE KOH(IINKTa UHTEPECOB;

- B3aUMOJCHCTBUE U COTPYAHUUECTBO;

- TMOKOCTH CHCTEMBI 3aIUTBI;

- OTKPBITOCTh AJITOPUTMOB ¥ MEXaHU3MOB 3aILUTHI;

- MIPOCTOTA MPUMEHEHHS CPEJICTB 3AIIUTEI;

- 000CHOBaHHOCTb U TEXHUUYECKAsl PEATU3yEMOCTb;

- crienuaIu3anys U npoecCHoHaIN3M;

- 00513aTeNBHOCTH KOHTPOJISL.

4.1. 3aKkOHHOCTh

[IpeamnonaraeT OCyIIECTBIEHUE 3alIUTHBIX MEPONPUATHH W pa3pabOTKy CHCTEMBI 0O€30MacCHOCTH
MEPCOHAIBHBIX JaHHBIX OpFaHI/I3aHI/II/I B COOTBECTCTBHU C }IeﬁCTByIOHIPIM 3aKOHOJAaTCJIbCTBOM B obmnactu 3alllUThI
MEePCOHAJBHBIX JIaHHBIX, a TaKkKe JPYrHMX 3aKOHOJATENbHBIX akKTOB Mo Oe3omnacHoctd uHpopManuu Pd, ¢
NPUMEHEHHEM BCEX JO3BOJECHHBIX METONOB OOHAPY)KEHHWsS M IIPECEUeHMs IpaBOHAPYLIEHWH mpu padore ¢
MIEepCOHAIBHBIMHU JTaHHBIMU. [IpHHATEIE MepBl 0E30MAaCHOCTH MEPCOHAIBHBIX JTaHHBIX HE JOJDKHBI MPENSITCTBOBATH
JIOCTYITY ITPaBOOXPAaHUTEIILHBIX OPTaHOB B MPEYCMOTPEHHBIX 3aKOHOIATEIHCTBOM CITYdasiX.

Bce monb3oBatenn wHopmManmoHHBIX cucteM OpraHu3anuy JOJDKHBI HMMETh NpE/CTaBIeHHE 00
OTBETCTBEHHOCTH 3a NPABOHAPYIIEHNUS B 00J1acTH 00paOOTKH MEPCOHAIBHBIX JAHHBIX.

4.2. CuCTeMHOCTh

CHCTEeMHBIH MOAXOA K MOCTPOCHUIO CHCTEMBI 3alUThl HHGOopMannuu B OpraHu3aliy MpearnoiaracT ydeT
BCEX B3aMMOCBS3aHHBbIX, BSaI/IMOHeI\/’ICTBy}OHH/IX N U3MCHAIOMIUXCA BO BPEMCHU DJIEMCHTOB, yCJ'[OBI/Iﬁ u q)aKTOpOB,
3HAYMMBIX JJIA IIOHUMAaHUA U PCIICHUA HpO6HCMBI oOecrieueHnst 6€30IMaCHOCTH TIEPCOHAIIBHBIX TaHHBIX.

HpI/I CO3JaHNHU CHUCTEMBI 3allAThbl JOJDKHBI YYHUTBIBATHCA BCE ciabble ¥ Hambosee YA3BUMBIE MECTa
MHPOPMAIMOHHBIX cucTeM OpraHu3anny, a TaKkKe XapakTep, BOZMOXKHBIE 00BEKTHI M HAIPABJICHUS aTak Ha Hee Co
CTOpPOHBI HapymuTesel (0COOEHHO BHICOKOKBATH(DUIIMPOBAHHBIX 3/I0YMBIIIICHHUKOB).

Cucrema 3aluThl JIOJDKHA CTPOMTHCSI C YYETOM HE TOJNBKO BCEX M3BECTHBIX KaHAJIOB NMPOHUKHOBEHUS U
HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(OPMAIMH, HO U C YYE€TOM BO3MOKHOCTH HOSBICHHS IPUHIUITHAIEHO HOBBIX
MyTel peanu3anuy yrpo3 6e301acHOCTH.

4.3. KOMILIEKCHOCTb
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KommnekcHOe HMCTIONBb30BaHME METOAOB W CPEACTB 3alIMTHl KOMIBIOTEPHBIX CHCTEM IIPEAINOJaraet
COTJIACOBAHHOE NPHUMEHEHHE PA3HOPOAHBIX CPEICTB TPH IIOCTPOCHWUHM IIETOCTHOW CHCTEMBI  3aIlUTBHI,
MEPEKPBIBAIOIICH BCE CYIIECTBEHHBIC (3HAYMMBbIC) KaHAJBl peall3allii Yrpo3 M HE conepkameil ci1adblx MecT Ha
CTBIKax OTHETBHBIX €€ KOMIIOHEHTOB. 3aIllMTa JIOJDKHA CTPOHUTHCS SUICTOHWPOBAHO. BHEMHAS 3ammuTa OIKHA
obecrieunBaThCst QU3NIECKUMHU CPEACTBAMH, OPTaHU3AMOHHBIMU U TIPABOBBIMH MEPAMHU.

4.4. HenipepbIBHOCTH 3aIIHUTHI

Obecnieuenre 0O€30IIACHOCTH NEPCOHANBHBIX JAHHBIX - IMPOLECC, OCYIIECTBISIEMBI pPYKOBOJCTBOM
Opranu3anuy, OTBETCTBEHHBIMH 33 OpraHU3aluio O0O0pabOTKM INEPCOHATBHBIX NaHHBIX M COTPYAHUKAaMH BCEX
YPOBHEH. DTO HE TOJIBKO M HE CTOJBKO IMpPOLEAypa WM MOJWTHKA, KOTOpas OCYIIECTBISIETCS B OINpPEIETIeHHBIH
OTPE30K BPEMEHHU HJIM COBOKYITHOCTH CPEACTB 3aIUTHI, CKOJIBKO MPOLECC, KOTOPBIH JODKEH MOCTOSHHO MATH Ha
BCEX YPOBHSX BHYTpH OpraHuzanuu ¥ KaxIbslid coTpyAHUK OpraHu3aliy JOJDKEH NMPHHUMAaTh Y4acTHE B 3TOM
npouecce. JlesrensHOCTE 1O oOecrieueHH0 WH(POPMANMOHHON OE€30MacHOCTH SIBJISETCS COCTaBHOM YacThiO
MOBCEIHEBHOU nesitenbHOCTH Opranmammu. U ee 3¢ pekTrnBHOCTS 3aBUCUT OT ydacTus pykoBozacTBa OpraHu3anun
B o0ecriedeHnH HH()OPMAITMOHHOM 0€301TacHOCTH ITePCOHATBHBIX JAHHBIX.

Kpome Toro, 60mbmMHCTBY (DU3HUECKUX U TEXHUUECKUX CPEICTB 3aIUTHI A1 3((EKTUBHOTO BHITOTHEHUS
cBOMX (QYHKIHMH HE0OXOAWMa ITOCTOSHHAS OpTraHM3alMOHHAs (aJMHHHACTPATHBHAS) MOIACPKKA (CBOCBpEMEHHAs
CMeHa M o0ecreueHne NPaBHIBHOTO XPAaHEHWsS W NPUMEHEHHUS MMEH, ITapojiel, IepeonpeecHiue MOJTHOMOYNH 1
T.1.). IlepepbiBBI B paboTe CPEINCTB 3alIUTBl MOTYT OBITH HCIOJB30BAHBI 3IOYMBIIIJICHHUKAMH IS aHAIN3a
NPUMEHSEMBIX METOJOB W CPEJCTB 3allUThl, JUIl BHEIPEHUS CHEHUAIBHBIX INPOrPaMMHBIX M allapaTHBIX
"3aKIa10K" M JPYTUX CPEICTB MPEOI0JICHHUS 3alUThI.

4.5. CBOEBpEeMEHHOCTh

[Ipeanonaraet ynpexxaaronuii xapakrep Mep odecreueHus: 0€30IMacHOCTH EPCOHANBHBIX JAHHBIX, TO €CTh
IMOCTaHOBKY 3aJad 1o KOMIIUIEKCHOM 3alIUTe TNEPCOHAJIBHBIX JaHHBIX HW pecalu3alnuio MEp O6eCHC‘IeHI/I§I
6€301acHOCTH TIEPCOHANBHBIX JaHHBIX Ha PaHHUX CTAAMAX pa3pabOTKH MH(POPMAIMOHHBIX CHCTEM B IIEJIOM H HX
CHCTEM 3aIUTHI, B YACTHOCTH.

Pa3zpaboTka cucTeMBl 3aIIMTHl JODKHA BECTHCH MMApajUIENbHO C pPa3pabOTKOW W pPa3BUTHEM CaMHUX
3aMIMIIAEMbIX HHPOPMAIIMOHHBIX CHCTEM. DTO MO3BOJHT YUIECTh TpeOOBaHMS 0E30MaCHOCTH IIPU NMPOCKTHPOBAHUH
apXHUTEKTYPHI M, B KOHEYHOM cUeTe, co3aaTh Ooree 3(pdexTrBHbIE (KaK MO 3aTpaTaM pecypcoB, TaK M IO CTOHKOCTH)
CHCTEMBI, 00J1aJafoIIHe JOCTATOYHBIM YPOBHEM 3aIUIICHHOCTH.

4.6. TIpeeMCTBEHHOCTb 1 COBEPILICHCTBOBAHHE

[IpeanonaraeT NMOCTOSIHHOE COBEPLICHCTBOBAHHE MEP M CPEACTB 3alUTHl MEPCOHANBHBIX JaHHBIX Ha
OCHOBE IPEEMCTBEHHOCTH OpraHM3al[MOHHBIX W TEXHUYECKHX pEIICHHH, KaJpOBOTO COCTaBa, aHallu3a
¢yHKIHOHMpOBaHUST MHOOPMALMOHHBIX cucTeM OpraHu3alMyd W CHCTEMbI MX 3allUTHl C Y4eTOM W3MECHEHHH B
METOoAax W CpCACTBax IMeEpexBaTa I/IH(i)OpMaI_II/II/I, HOPMaTUBHBIX Tpe6OBaHHﬁ o 3amuTe, OOCTUTHYTOT'O
OTEYECTBEHHOT'O U 3apy0eKHOTO OMbITA B 3TOM 00IaCTH.

4.7. PazyMHasi TOCTaTOYHOCTH (IKOHOMHYECKAS IeJIeCO00Pa3HOCTH)

[Ipeanonaraer cooTBEeTCTBHE YPOBHSA 3arparT Ha oOecriedeHHe OE30MacHOCTH MEPCOHANBHBIX JIAHHBIX
LEHHOCTH MH(OPMAIIMOHHBIX PECYPCOB M BEJIMYMHE BO3MOXKHOTO yIiepOa OT MX pasIJIAICHMs, yTPaThl, YTCUKH,
YHHYTOXEHUS] M HMCKaXkeHHs. Mcronb3yemble Mepbl M cpeicTBa obecriedeHus: 0e30MacHOCTH MH(POPMAITHOHHBIX
pecypcoB He JOIDKHBI 3aMETHO YXyIIIAaTh SPrOHOMHYECKHE MTOKA3aTeNH PadOThl KOMIIOHEHTOB MH(OPMAITOHHBIX
cucreM OpraHu3aium.

IlepconanbHas OTBETCTBEHHOCTh

[pearnosnaraer BO3JNOKEHHE OTBETCTBEHHOCTH 3a olecrieueHHe Oe30MacHOCTH MEPCOHANbHBIX JAHHBIX U
CUCTEMBI UX OOpabOTKM Ha KaXJOro COTPYAHHMKA B Tpeleiax ero IMOJHOMOYui. B COOTBETCTBMH C ITHM
NPUHIMIIOM paclpe/ieieHHe NpaB M O0sS3aHHOCTEW COTPYJHHMKOB CTPOUTCS TakMM oOpa3oM, 4TOObI B cCiy4ae
J'IIO6OI‘O HapyHmeHusa Kpyr BAHOBHHUKOB 6])1.]'[ YCTKO U3BCCTCH WJIN CBCJICH K MUHUMYMY.

4.8. MuanMu3aus MoIHOMOYHN

OsHavaeT NMpeoCcTaBIeHHE MOIb30BaTENIIM MUHIMAIBHBIX MPaB JIOCTYNa B COOTBETCTBUH CO CITy>KeOHOI
HEo0X0MMOCTBI0. JIOCTYN K IMepCOHANIBHBIM JJAHHBIM JIOJDKEH MPEAOCTaBISThCA TOJIBKO B TOM Cilydae M oObeMe,
€CITH 3TO HEOOXOAMMO COTPYIHUKY ISl BEITOJTHEHHS €r0 JOJDKHOCTHBIX 00S3aHHOCTEH.

4.9. Hcknrouenne KOH(IMKTA HHTEPECOB (pa3ueneHue (yHKITHI)



OddexTuBHAS crcTeMa oOecTiedeHUs HHPOPMAITMOHHON 0€30MaCHOCTH MPEATIOaracT YeTKOE pa3zelieHue
00s13aHHOCTEH COTPYJHMKOB M HCKIIOUCHHE CHTYyalMi, KOTAa cdepa OTBETCTBEHHOCTH COTPYIHHKOB [IOITyCKAcT
KOH(GIUKT uHTepecoB. Cdepsl MOTEHIHUANBHBIX KOH(IUKTOB MOJDKHBI BBIABIATHCS, MHUHHMH3HPOBATHCH, H
HaXOAMTCSI MOJ] CTPOTHM HE3aBHCHUMBIM KOHTpOJIeM. Peannzariis JaHHOTO NPHHIMIIA NPEAIIOIaraeT, YT0 He OAWH
COTPYJHHK HE MJOJDKEH HMETh IIOJIHOMOYHH, IO3BOJIIOIINX €My EAMHOJIMYHO OCYIIECTBIIATH BBIOJHEHHE
KPUTHYHBIX omepaiuii. HaxeneHne cOTpyTHHKOB ITOJHOMOYHMSAMHE, MOPOKAAIOMNUME KOH(INKT WHTEPECOB, JACT
€My BO3MOXXHOCTb IIO/ITACOBBIBaTh MH(OPMALMIO B KOPBICTHBIX LENSX WM C TEM, YTOOBI CKPBITh NMPOOJIEMBI WU
TOHECEeHHBbIe YOBITKU. [y CHM)KEHHs pHCKa MaHWIYJIMPOBAHUS TEPCOHAIBHBIMH JIAaHHBIMH M PHCKa XHIIECHUS,
TaKWe IIOJIHOMOYHMS JIOJDKHBI B MAaKCHMAaJIbHO BO3MOXKHOHM CTENEHM OBITh paslelieHbl MEXIYy Ppa3in4HbIMU
COTpYJHHMKaMH WIH TOApa3/eIcHUIMH opranuzanud. HeoO0XoauMo NpPOBOAWTH MEPUOAMYECKHE ITPOBEPKHU
o0s3aHHOCTEH, QYHKUMI U AEATETHBHOCTH COTPYAHUKOB, BBITIOJIHSIONINX KIIIOUYEBbIE (YHKIMHU, C TEM, YTOOBI OHU HE
MMEJIH BO3MOKHOCTH CKPBIBaTh COBEpIICHHE HENpPaBOMEpHBIX aAeiicTBuil. Kpome Toro, HeoOX0IUMO NMPHUHHMAThH
CTEIUAIbHBIC MEPHI M0 HEJOIYIIEHHUIO CTOBOPA MEKAY COTPYIHUKAMH.

4.10. I'nOKOCTE CHCTEMBI 3aIUTEI

Cuctema oOecriedeHrnss WHQOPMAIMOHHONW O€30MACHOCTH MHOJDKHA OBITH CIIOCOOHA pearnpoBaTh Ha
W3MEHEHMsI BHEIIHEH cpensl W ycioBUH ocymiecTBieHHs OpraHm3aluél CBOEH MeATENPHOCTH. B 9HCIO Takux
W3MEHEHUI BXOIAIT:

- W3MEHEHHS OPTraHN3aIllMOHHON M INTaTHOHM CTPYKTypsl OpraHu3ayy;

- N3MEHEHHE CYIECTBYIOUINX WM BHEIPEHUE NPUHIUITHAIEHO HOBBIX HH)OPMAIIIOHHBIX CUCTEM;

- HOBBIE TEXHUYECKHE CPE/ICTRA.

4.11.  OTKpBITOCTH AJTOPUTMOB U MEXaHU3MOB 3ALIUTHI

CyTb NpUHIMIIA OTKPHITOCTH aJTOPUTMOB U MEXAHHU3MOB 3aIlIUTHI COCTOUT B TOM, YTO 3all[UTa HE JTOJDKHA
00ecreuynBaThCsl TOJIBKO 32 CUET CEKPETHOCTU CTPYKTYPHOM OpraHM3allid U aJITOPUTMOB (DYHKIIMOHUPOBAHUS €e
MOACUCTEM. 3HAHHE AITOPUTMOB PAaOOTHI CHCTEMBI 3AIIUTHI HE JOJDKHO JaBaTh BO3MOKHOCTH €€ IPEOIOJICHUS
(maxe aBTOpam). TO, OHAKO, HE O3HAYAET, YTO MH(POpMANUA 00 HCHONB3YEMBIX CHCTEMaX M MEXaHU3MaX 3alUThI
JIOJDKHA OBITH OOIIETOCTYITHA.

4.12.  TIpocroTa MpUMEHEHHS CPEICTB 3aLTUTHI

MexaHu3MBl M METOZBI 3aIUTHl JOJDKHBI OBITh MHTYWTHBHO IIOHSATHBI W TPOCTHl B HCIIOJIB30BAHUM.
[IprmeHeHne cpencTB W METOAOB 3alUTHl HE IOJDKHO OBITH CBSI3aHO CO 3HAHHWEM CICIHAIBHBIX SI3BIKOB WM C
BBITIOJIHEHHEM JCWUCTBUH, TPEOYIOIIMX 3HAYMTEIbHBIX JOIOJHHUTENIBHBIX TPYNO03aTpaT NpU OOBIYHOH padoTe
3apEerMCTPUPOBAHHBIX I0JIb30BATENEH, a TaKkKe HE JO0JDKHO TPeOOBaTh OT IOJIb30BATENS BBIMOJHEHUSI PYTUHHBIX
MAaJIOTIOHATHBIX €My OIeparui.

4.13. OOOCHOBAaHHOCThH M TEXHUYCCKAS PCATU3YEMOCTh

WudopmanmoHHble TEXHOJIOTUH, TEXHUYECKHE W HPOTpAMMHBIE CPEICTBA, CPEIACTBA M MEphl 3aIHUTHI
MEPCOHANBHBIX JaHHBIX JOJDKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAyKd M TEXHHKH,
00OCHOBaHBI C TOYKM 3PEHHUS JOCTIDKEHUS 33aJaHHOTO YPOBHS O€30MacHOCTH MH(OPMAIMU M 3KOHOMHYECKOH
1e7IeCO00Pa3HOCTH, a TaKXKe JO0JDKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOPMaM U TPEOOBAHUSM 110 6€30MacHOCTH
MEPCOHAIBHBIX JAHHBIX.

4.14. Crieranu3anus ¥ mpodeccruoHamu3m

[Ipeanonaraer npuBiieueHHE K pa3pabOTKe CPEICTB M pealn3aliyd Mep 3allHThl NePCOHAIBHBIX JaHHBIX
CIEeNMANM3UPOBAHHBIX OpraHM3aINi, Hanbosjee MOATOTOBIEHHBIX K KOHKPETHOMY BHAY JEATEIBHOCTH IO
obecrieueHHI0 0€30MIaCHOCTH  HMH(OPMALMOHHBIX PECYPCOB, MMEIONIMX ONBIT MPAaKTHYECKOH paboThl U
TOCYJapCTBEHHYIO JIMIICH3MIO Ha IIPAaBO OKa3aHUS yCIYyT B 3TOW obnacTu. Peanmsaims agMUHHUCTPAaTHBHBIX Mep U
IKCILTyaTalysi CPEJCTB 3alIUThl JODKHA OCYIIECTBIATHCS MPO(ECCHOHAIBHO MOATOTOBICHHBIMU CIEIMAINCTAMH
Opraau3anuy (OTBETCTBEHHBIX 32 OPTraHU3ALUIO IEPCOHAIBHBIX TAaHHBIX).

4.15.  O06s3aTenbHOCTh KOHTPOJIS

[Ipeanonaraer 00s3aTeNFHOCTh W CBOEBPEMEHHOCTb BBISBICHHS W IIPECEUCHHUS MOIBITOK HapyIICHUS
YCTaHOBJICHHBIX TpaBHJI, oOecTieueHNs 0e30MacHOCTH NEPCOHABHBIX IaHHBIX, HA OCHOBE HCIIOJIb3YEMBIX CHCTEM U
CPE/ICTB 3allUThl HEPCOHAIBHBIX JTAHHBIX, IIPH COBEPIICHCTBOBAHUH KPUTEPHEB M METO/I0B OLIEHKH 3()(PEKTHBHOCTH
9THX CHCTEM U CPEACTB.

KoHTponb 3a 1eqTebHOCTIO JI000T0 MOIh30BaTENs, KaX/I0T0 CPEACTBA 3aIUTHl U B OTHOIIECHUHU JI000TO
0o0beKTa 3allUThl JIOJDKEH OCYIIECTBIATHCS Ha OCHOBE NPUMEHEHHS CpPEACTB ONEPaTHMBHOTO KOHTPOIS U
perucTpanMi M JOJDKEH OXBaThIBaTh KaK HECAHKIMOHHUPOBAHHBIE, TaK W CAHKIMOHWPOBAaHHBIC JEHCTBHSA
10JIb30BaTENEH.

Kpome Ttoro, sddextuBHas cucrema obecnieueHHs HH(POPMAMOHHONW 0e30MacHOCTH TpeOyeT HaImdus
aJeKBaTHOW M BceoOBeMiIomeld WH(GOpPMAIMK O TEKYIIEM COCTOSHHU IIPOILIECCOB, CBSI3aHHBIX C IBIDKCHHEM
MHGOPMALIMU U CBEJICHUH O COOJIIOCHUN yCTAaHOBJICHHBIX HOPMATHBHBIX TPeOOBAHMH, a TaKKe HOMOIHHUTEIHEHOU
nHpopManuy, WMEIOIIeH OTHOLIEHWEe K npuHATHIO pemenni. VHdopmanus nomkHa OBITH  HaJIEKHOM,
CBOEBPEMEHHOM, JOCTYITHON M IPaBHIBHO O()OPMIICHHOH.



Henocratkn cucrembl obecniedeHuss HHGOPMAIMOHHOW O€30IIaCHOCTH, BBISBICHHBIE COTPYIHUKAMH
OpraHu3anuy JOJDKHBI HEMEIJICHHO JOBOOUTHCA 1O CBeACHMS pykooxurens OpraHu3alii W ONEPaTHBHO
YCTpaHATECS. Bompockl, KOTOpble KaKyTCsl HE3HAYUTENBHBIMH, KOTAa OTIEIbHBIC MPOLECCH PacCMaTPHBAIOTCH
M30JIMPOBAHHO, ITIPH PAacCCMOTPEHUHM HX Hapsgy C JApPYrMMH AacIeKTaMH MOTYT YKa3aThb Ha OTpHLATENIbHBIC
TeHACHLUH, IPO3SIIHE IIEPEPacTH B KPYIHBIC HEIOCTATKH, €CIIM OHH He OyIyT CBOEBPEMEHHO YCTPAHCHBI.

5. Meps! obecriedenms HHGOPMAIIMOHHOM 0€30TTacHOCTH

Bce Mepb1 obecnieuenust 6e3onacHocTH HHGOPMAaMOHHBIX cucTeM OpraHu3alyu Mopa3aessiFoTcs Ha!

- IIPaBOBBIE (3aKOHO/IATEIbHBIE);

- TEXHOJIOTUYECKHE;

- OpraHU3alMOHHbIE (3 IMUHUCTPATHBHEIE);

- ¢dusnyeckue;

- TeXHUYECKHE (anmnapaTypHble U IPOrpaMMHBIE).

5.1. 3akoHonmaTenmpHBIC (IPaBOBBIC) MEPHI 3AIIUTHI

K npaBoBbIM MepaM 3aIlUTBl OTHOCATCS IEHCTBYIOIIME B CTPaHE 3aKOHBI, YKa3bl U HOPMATHBHBIC aKTHI,
periIaMeHTHpYIOIIKE NpaBuia OOpAIleHUs C NePCOHANBHBIMU JAHHBIMH, 3aKpEIUIIOIINE IpaBa U OOSM3aHHOCTH
YYaCTHUKOB HMH(MOPMAIMOHHBIX OTHOIICHHH B mpomecce HX OOpaOdOTKM M HCIOJB30BAaHMS, a TaKKe
YCTaHABIIMBAIOLINE OTBETCTBEHHOCTD 338 HAPYILICHHUS 3TUX IIPABHIL

5.2. TexHomormueckue Mepbl 3aIUTHI

K naHHOMYy BHIy Mep 3allUThl OTHOCSATCS PA3HOTO pPOJAa TEXHOJOTHYECKHE DPEUICHUs M IPHEMBI,
OCHOBaHHbIC Ha HCIIOJIb30BaHMM HEKOTOPBIX BHJOB HW30BITOYHOCTH (CTPYKTYPHOH, (YHKIMOHAILHOM,
MH(QOpMAaLMOHHOM, BpPEeMEHHOW W T.I.) W HampaBlCHHbIE HA YMCHBIIEHHE BO3MOXXHOCTH COBEpIICHHS
COTPYAHUKAMH OIIMOOK U HAPYIICHUH B paMKaX MPEIOCTABICHHBIX UM MPaB U MOJHOMOYHIA.

5.3.  OpraHuzauuoHHbIe (aIMUHUCTPATHBHBIC) MEPBI 3aIIUTHI

OpraHu3anyoHHbIe (aAMHUHUCTPATUBHBIC) MEPHI 3alIMTBHl - 3TO MEpbl OPraHU3aLHOHHOIO XapakTepa,
periIaMeHTHPYIOLINE POLECCH (yHKIIMOHUPOBAHUS CHCTEMbI 00Pa0OTKU HEePCOHATBHBIX JaHHBIX, HCIIOJIb30BaHUE
€e PecypcoB, NEATEIBHOCTh OOCIY)KHUBAIOIIETO IEPCOHANa, a TaKkKe MOPSNOK B3aWMOJCHCTBUS MONB30BATENCH C
CHCTEMOi1 TakuM 00pa3oM, 4ToObl B HAUOOJBLICH CTEIICHN 3aTPYAHUTh MM UCKIIFOYMTH BO3MOXKHOCTh Pealli3allii
yrpo3 0e30MacHOCTH MM CHU3HUTh Pa3Mep MOTeph B CIIydae UX pealn3aiii.

5.4. ®opmupoBaHHE TOTUTUKA O€30MACHOCTH

I'maBHasg nenbp aAMMHHUCTPATUBHBIX MEp, IPEAIPUHUMAEMBIX Ha BBICIIEM YIPABICHYECKOM YPOBHE -
c(OpMHUPOBATH TIOJIMTHKY B 00JIACTH OOecreYeHUs] 0€30MaCHOCTH IEPCOHANBHBIX JAHHBIX (OTPAXKAIOIIYIO TTO/IXO/IbI
K 3alIUTC NMEPCOHATIBHBIX ]IaHHI)IX) nu O6CCHe‘II/ITL €€ BBIINIOJIHCHUC, BBIJICIIAA HCO6XO[[I/IMI)IC PECYPChI U KOHTPOJIHPYSA
COCTOSIHHE JeT.

5.5.  PernmameHTanus AOCTyIHa B MOMEIIEHUS

KomnoneHTsl MHGOpPMamMOHHBIX cucTeM OpraHu3aliy JOJDKHBI pasMelaThcss B IOMCIICHUSX,
HaXOJSIIHUXCS MOJ OXPAHOH MM HAOJIIOJICHUEM, HCKITIOYAFOLIIMM BO3MOXKHOCTE OECKOHTPOJIBHOTO MPOHUKHOBEHHMS
B TIOMCILICHUs MOCTOPOHHHUX JIMI M 00ecHeYMBArONIMM (U3HUECKYI0 COXPAHHOCTH HAXOMSIIMXCS B ITOMEIICHHH
3alUIIAeMBIX pecypcoB (HokymeHTOB, APM u T.m.). Y6opka TakMX MOMELICHHH JOJDKHA MPOWU3BOAMUTHCS B
NPHUCYTCTBHH OTBETCTBEHHOI'O COTPYIHHUKA, 32 KOTOPBIM 3aKpEIUICHb! JaHHbIE KOMIIOHEHTHI, ¢ COOJIIOICHUEM Mep,
MCKJIFOYAIOIIUX JOCTYI MOCTOPOHHUX JIMI] K 3aIHIIAeMbIM HH()OPMAIIMOHHBIM peCypcaM.

Bce MOCTOPOHHUE JIMIa TOITYCKAOTCA B MOMEIIECHUA C KOMIIOHCHTAMU HHq)OpMaHHOHHOﬁ CHUCTCMBI TOJIBKO
B IIPUCYTCTBHH COTPYAHUKOB OpraHu3ariim.

ITo oxoHuanuu pabodvero JHs, MOMENIEHHs, B KOTOPHIX pa3MeIIalTcs KOMIOHEHThl MH()OPMalMOHHBIX
CHUCTEM OpI‘aHI/I?)aL[I/II/I, JOJDKHBI 3alTMPaThCA Ha KJIKOY.

B ciiyuae ocHaieHusi IOMEUIEHHH CPEACTBAMU OXPaHHOW CHIHAIM3AIMH, 4 TAKKe aBTOMaTH3MPOBAHHON
CUCTEMOU npueMa U pEerucTpanyvu CUTHAJIOB OT 3THUX CPCACTB, MpUEM-CAada TaKuX HOMeIlIeHI/Iﬁ oJ OoXpaHy
OCYIIIECTBIISICTCS. HA OCHOBAHHU CIIELIHAIBHO Pa3pabaThiBaeMON HHCTPYKLIHH.

5.6. PernmameHTanus I0MycKa COTPYIHHKOB K HCIIOJIb30BaHUIO HHPOPMALOHHBIX PECYPCOB

B pamkax paspelIuTeNbHONW CHCTEMbI (MATPHIBI) JOCTyNA YCTAHABIUBACTCSA: KTO, KOMY, Kakyro
UHGOPMALIUIO U JJIsl KAKOTO BUJIA JOCTYIIA MOXKET MPEJIOCTABUTH M IIPH KAKUX YCIOBHSX.

Homyck mone3oBaTeneil k pabdore ¢ HHOOpMAUMOHHBIME cucTeMamMu OpraHu3alMd W JOCTYH K HX
pecypcaM JIOJDKEeH OBITH CTPOro perjiaMeHTHpoBaH. JIoOble M3MEHEeHHs COCTaBa M IIOJHOMOYHIH IOJIb30BaTeleil
MMOJACUCTEM JTOJIKHBI ITPOU3BOANUTHCA YCTAHOBJICHHBIM IOPSAJIKOM.

VYPpOBEHb IMONTHOMOYHMH KaXJOTO MOJIb30BAaTelNs OIpelesieTcs MHAMBHAYAIbHO, COONIONas Clemylolue
TpeOoBaHUS:

- Ka)l(l]BIﬁ COTPYAHUK TIOJIB3YETCA TOJBKO MNPEANMCAHHBIMHU €MY IIpaBaMH II0 OTHOWICHHUIO K
MEPCOHAJIBHBIM JaHHBIM, C KOTOPBIMU EMY HCOGXOJII/IMa pa60Ta B COOTBETCTBHHU C NOJXKHOCTHBIMHU 00513aHHOCTSIIMHU.
Pacmmpenne mpaB nocTynma W IPeJOCTaBIEHHE JOCTYNa K JONOJHHUTENHHBIM HMH(GOPMAIMOHHBIX pecypcam, B
00513aTeILHOM TIOPSIZIKE, JJOJDKHO COTJIACOBBIBATHCSI C OTBETCTBEHHBIM 33 OPraHM3alMI0 00pabOTKU IEepCOHATIBHBIX
JIAHHBIX;

- pykoBoauTens OpraHu3aly UMEeT MpaBa Ha IPOCMOTP MH(OPMALIMH CBOUX ITOJYNHEHHBIX TOJIBKO
B YCT@HOBJIEHHBIX IIpeJielaX B COOTBETCTBUH CO CBOMMHU JIOJPKHOCTHBIMH OOSI3aHHOCTSIMU.
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Bce corpymumkm OpraHm3angy ¥ OOCITYKHBAIOIIMK IIEPCOHAN, JOJDKHBI HECTH TEPCOHAIBHYIO
OTBETCTBEHHOCTb 3@ HAPYIIEHH YCTaHOBJIEHHOTO HOpsAAKa 00pabOTKM MEPCOHANBHBIX JAHHBIX, IPABUI XPaHEHUS,
UCTIONB30BaHMUA W TEpefadyd HAXOIIIMXCS B WX PACIOPsDKCHHH 3alUIIAEMBIX PECypcoB cucTeMbl. Kakmplid
COTPYAHUK (TIpH TpHeMe Ha paboTy) JOJDKEH IOAMUCHIBATE 00S3aTEIBCTBO O COONIOICHUN M OTBETCTBEHHOCTH 32
HapyIIeHNEe YCTAaHOBICHHBIX TPEOOBAaHMH IT0 COXPAHEHHIO IEPCOHATIBHBIX JaHHBIX OpraHu3arun.

O06paboTKa TepCOHANBHBIX NAaHHBIX B KOMIIOHEHTAaX WH(POPMAIMOHHBIX crucTeM OpraHm3aniil JOJKHA
MPOU3BOJIUTHCS B COOTBETCTBUH C YTBEPIKIACHHBIMU TEXHOJIOTMYECKUMHU HHCTPYKIMSIMH.

5.7. Pernamenranms npoueccoB OOCITYXHMBaHHMS W OCYILECTBICHHS MOJM(UKAIMU aIlapaTHbIX |
MPOTPaMMHBIX PECYPCOB

B memix monmepkaHus —pexuMa  MHGOPMAlMOHHOW  0€30MacHOCTH  amlmapaTHO-IpOorpaMMHas
KOH(UTypanusi aBTOMaTU3UPOBAHHBIX pabOoYMX MeCT COTPYIHUKOB OpraHu3anuy, ¢ KOTOPBIX BO3MOXKEH JOCTYI K
pecypcaM MH(GOPMAIIMOHHON CHUCTEMBI, JOJDKHA COOTBETCTBOBATH KPYT'Y BO3JIOXKCHHBIX Ha JIAHHBIX IMOJIb30BaTeNei
(hyHKIIMOHATBHBIX 00S3aHHOCTEH.

B xommoHeHTax WH()OPMAIMOHHOH CHCTEMBI M Ha pabdodynmx MecTax MOJIb30BaTeNIei IOKHBI
yCTaHaBJIMBAThCS M UCIIOIb30BATHCS JUIIEH3NOHHBIE IIPOrPaMMHBIE CPEACTBA.

5.8. ObecneueHne U KOHTPOIh (PU3MUECKOH MEIOCTHOCTH (HEM3MEHHOCTH KOH(UTYPAIINH) alapaTHBIX
pecypcoB

Ob6opynoBanne HWHPOPMAIMOHHBIX CHCTEM, HCIIOJIB3yEMOE Ul JOCTyNa W XPaHEHUs MEPCOHATBHBIX
JAHHBIX, K KOTOPOMY JOCTYIl OOCIY)XMBAIOLIETO MEepcoHaja B Mpoliecce 3KCIUTyaTalud He TpelyeTcs, mocie
HaJlaJIOYHbIX, PEMOHTHBIX U MHBIX Pa0OT, CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIOHEHTaM J0JKHO 3aKpBIBATHCS.

5.9. Tloabop u mOAroTOBKA MEPCOHANA, 00YUCHHUE MOJIb30BaTEICH

[Monp3oBarenn uHMOpMAUMOHHBIX cucTeM OpraHu3aluM, a TaKXKe PYKOBOASIIMN M OOCITY>KHBAIOMINI
MEepCOHaJ JOJDKHBI OBITh O3HAKOMIJICHBI CO CBOMM YPOBHEM TNOJIHOMOYHMM, a TaKkKe OpraHU3allMOHHO-
pacnopsSAUTENbHON, HOPMATUBHOM, TEXHUYECKOM M HKCIUIyaTalMOHHOM JOKyMEHTALMEH, OIpeaesstoueit
TpeOOBaHMs 1 MOPAAOK 0OpaOOTKH MEPCOHATBHBIX JaHHBIX B OpraHn3amuu.

Bce momp3oBatenn wHQOpPMAnMOHHBIX cucTeM OpraHm3anuy JOJDKHBI  OBITH  O3HAKOMIIEHBI C
OPTaHM3AIOHHO - PACIOPSIUTEIbHBIME IOKYMEHTAMH M0 0OecHeueHnIo Oe301IaCHOCTH NMEePCOHATBHBIX TaHHBIX
OpraHuzanuy, B 4acTH, WX Kacalolleics, MOJDKHBI 3HAaTh M HEYKOCHHUTEIBHO BBIMOJIHATE WHCTPYKIMM W 3HATh
o01mue 0013aHHOCTH 0 00eCTIEYCHUI0 OE30ITaCHOCTH NMEPCOHATIBHBIX AaHHBIX. JloBeneHne TpeOOBaHN yKa3aHHBIX
JIOKyMEHTOB JIO JIWII, JOMYIIEHHBIX K 00paboTKe 3alHIIaeMbIX EPCOHAIBHBIX IaHHBIX, TODKHO OCYILECTBIATHCS
MO, POCIIUCH.

5.10. OTBEeTCTBEHHOCTh 3a HApYIICHUS YCTAHOBJICHHOI'O TMOpPsAKAa TMOJIb30BaHHS  pecypcaMu
nH(opMaMoHHO# crcTteMbl OpraHu3anu.

Mepa OTBETCTBEHHOCTH IEpCOHala 3a JIEWCTBHs, COBEpIICHHbIC B HApYIICHHE YCTAHOBJICHHBIX IMPaBHUII
obecrieueHnsi 0e30MacHO PabOThl C MEPCOHANBLHBIMHM JaHHBIMH, JIOJDKHA OINPEIEISATHCS HAHECEHHBIM YILEpOOM,
HaJIMYMEM 3JI0TO YMBICIIA U IPYTUMH (aKTOpaMy 110 YCMOTPEHHIO pyKoBocTBa OpraHn3ammu.

5.11. CpencrBa obecnieueHHs OE30MACHOCTH MEPCOHANBHBIX TaHHBIX

Just obecnieueHnst HHPOPMAMOHHON Oe3omacHocTn OpraHu3aliy UCTIONB3YIOTCS CIIEIYIONINE CPEAcTBa
3aIIUTHIL:

- (usHUIecKne CpelcTBa;

- TEXHHUYECKHE CPEJICTBA;

- CpeACTBa WICHTU(DUKALMY U ayTeHTU(HUKALUH TI0JIb30BaTENIEH;

- CpeZCTBa pa3rpaHUYEHUsI J0CTYIIa;

- cpezacTBa obecrieueHns: U KOHTPOJISI LIEJIOCTHOCTH;

- CpeZCTBa ONEPATHBHOIO KOHTPOJIS M PETHCTPALUU COOBITHH O€30MacHOCTH.

CpezcTBa 3alluThl JIOJDKHBI PUMEHSTHCS KO BCeM pecypcam HH(popManmoHHbIX cucteM OpraHu3aluu,
HE3aBHCHMO OT MX BHJa U (GOPMBI IpeCTaBICHNS HHPOPMAIIH B HUX.

5.11.1. ®dwusnueckue cpeacTBa 3alIATHI

®duznyeckre Mephl 3alIUThl OCHOBAHBI Ha NMPUMEHEHHH PAa3HOTO POJIa MEXAHHMUYECKHX, HJICKTPOHHBIX HIIH
3JIEKTPOHHO-MEXaHMUYECKHX YCTPONUCTB M COOPYKEHHH, CIIEIIMAIbHO MPEJHA3HAYEHHBIX ISl CO3JaHus (PU3NUECKUX
NPENATCTBAN Ha BO3MOXKHBIX ITyTAX NMPOHMKHOBEHMS M JIOCTYIA MOTEHIHAJIbHBIX HAapyIIUTENeH K KOMIIOHEHTaM
CHCTEMbl M 3alIMIIaEMbIM MEPCOHAIBHBIM JIAHHBIM, & TAKXK€ TEXHHYECKHUX CPEJCTB BU3yalbHOTO HAOJIOCHUS,
CBSI3M U OXPAaHHOI CHTHAIHM3ALHH.

Jnsa obecrieuenns (u3ndeckoil 6€30MacHOCTH KOMIIOHEHTOB MH(M)OPMAIMOHHON cucTeMbl OpraHu3anun
HEOOXO/JMMO OCYIIECTBISITh Psii OPraHU3aI[MOHHBIX W TEXHUYECKHX MEpOIPUSATHH, BKIOUYAIONIIUX: MPOBEPKY
000pyIoBaHusl, IPeJHA3HAYEHHOTO JJIsl 00pa00TKU MEPCOHANBHBIX JIAHHBIX, Ha:

- HaJIMYHMe CIeHaIbHO BHEJPEHHBIX 3aKIIa[HBIX YCTPOHCTB;

- BBE/ICHHE JIONOJHUTENIBHBIX OrPaHUYEHHMH 10 JOCTYNy B IOMELIEHHs, NpeAHa3HaYCHHbIE IS
XpaHeHHs 1 00pabOTKH MEePCOHANBHBIX JaHHbIX;

- obopynoBaHue cucteM HH(OpPMATH3ALUM YCTPOHCTBAMM 3alMTHl OT COOEB 3JIEKTPONUTAHUS H
MIOMEX B JIMHUSAX CBS3H.

5.11.2. TexHUYECKHE CPEICTBA 3ALIUTHI
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TexHndeckue (ammapaTHO-TIPOrPaMMHBIE) MEPHI 3alIUTHl OCHOBAHBI HA HCIOJIB30BAHWU PA3IHMUHBIX
SNICKTPOHHBIX YCTPOHCTB M CHEHHUAIBHBIX MPOTPaMM U BBIIOJHIIOMMX (CAMOCTOSATENBHO WM B KOMIUIEKCE C
IPYTAMH CpeACcTBaMH) (YHKIWHU 3aIATH (MACHTH(UKAIINIO W ayTeHTHU(PHUKANNIO IIOJIE30BaTeNeH, pasrpaHIuCHHE
JIOCTYTIA K pecypcaM, PETUCTPAIHIO COOBITHH, KpUITOTpaguecKoe 3aKphITHE HHPOPMALIAH H T.1I.).

C ydgetoM Bcex TpeOOBaHMN W MPUHIHUIIOB oOecriedeHns 0e30IMacHOCTH MEePCOHANBHBIX JaHHBIX 110 BCEM
HAIpaBJICHUSIM 3aIUTHl B COCTAB CUCTEMBI 3al[UTHI JOJDKHBI OBITh BKIIFOUEHBI CIEAYIOIINE CPEACTBA:

- CpeACTBa pa3rpaHUYEHUsI JOCTYIIA K JAaHHBIM;

- CPeACTBa PErucTpaluy AOCTyNa K KOMIIOHEHTaM HWH(OPMAalMOHHON CHCTEMBI M KOHTpPOJS 3a
UCIIOJIb30BaHHEM MH(OpPMAIINY;

- CpeACTBa pearnpoBaHus Ha HApyLIEHUsI pexkuMa HHPOPMaIIMOHHON 0€30aCHOCTH.

Ha texHu4eckune cpeacTBa 3alIUThl BO3JIaraeTcs pelleHHe cIeIyI0INX OCHOBHBIX 3a/1au:

- uaeHTHOUKANUS M ayTeHTH(UKAIMs TOJb30BaTeNed NpPU IMOMOIIM WMEH WM CIELHaIbHBIX
anmapatHbIx cpenctB (Advantor, Touch Memory, Smart Card u T.11.);

- periaMeHTanusl W YNpaBICHHE [OCTYIIOM TIIOJb30BaTelIed B IOMENICHUS, K (U3n4eckuM Hu
JIOTUYECKUM YCTPONCTBAM;

- 3alUTa OT IPOHUKHOBEHHS KOMIBIOTEPHBIX BHPYCOB H  pa3pyLIMTENLHOTO BO3ACHCTBHA
BPEIOHOCHBIX NTPOTPAMM;

- perucrpamnys BceX JIEHCTBUI I0Jb30BaTeNsl B 3alIMIIEHHOM >KypHajle, HaJMYUe HECKOJIBKHX
YPOBHEHN perucTpaluy;

- 3alllMTa JAHHBIX CUCTEMbI 3aIUTHI Ha (HaiiJIoBOM cepBepe OT JOCTyIa IOJb30BaTeled, B YbH
JIOJDKHOCTHBIE 0053aHHOCTH HE BXOAUT paboTa ¢ MHPOPMAIIMHU, HAXOSIICHCS Ha HEM.

5.11.3. CpencrtBa uaeHTH(GUKAIMN U ayTeHTH()UKAIIMU [TOJIb30BaTeIeH

B nensix mpepoTBpamieHus paboThl ¢ pecypcaMu HHPOPMAIMOHHBIX cucTeM OpraHu3aluy MOCTOPOHHUX
ML HEOOXOANMO O0OECIeUUTh BO3MOXKHOCTH PACIIO3HABAHUS KaXKIOTO JICTAIHLHOTO IIOJIB30BATENS (WINM TPYMI
nonb3oBaresnei). [ uaeHTHHUKAMY MOTYT NPUMEHSTHCS Pa3IMdHOTO poJa yCTPOWCTBA: MarHWTHBIE KapTOYKH,
KJTFOYH, KITIOYEBBIE BCTABKH, IUCKETHI U T.I1.

Aytentnduxanys (OATBEP KICHNE MOITMHHOCTH) MTOJIb30BaTENCH TAKKE MOXKET OCYIIECTBIATHCS:

- IIyTeM IPOBEPKH HAJIWYHUS y TOJIB30BaTENCH KAKHX-THOO CHENHAIBHBIX YCTPOMCTB (MAarHUTHBIX
KapTO4eK, KII04Yel, KIIFOUeBbIX BCTABOK U T.]1.);

- IyTeM NPOBEPKH 3HAHUS UMH TapoJIeH;

- MyTEM TIPOBEPKU YHHKAJbHBIX (DU3MYECKUX XapaKTEPHUCTHK U MapaMeTpPoOB CaMHX IOJIb30BaTelNei
NP [TIOMOIIH CTIEHATBHBIX OMOMETPHUUYECKHUX YCTPONUCTB.

5.11.4. CpenctBa pa3srpaHM4YeHUs AOCTyIa

30HBI OTBETCTBEHHOCTH U 33J]aull KOHKPETHBIX TEXHHYECKHX CPEJCTB 3aIlUTHl YCTaHABIMBAIOTCS MCXOJS
U3 X BO3MOXKHOCTEH M HKCIUTyaTallHOHHBIX XapaKTEePUCTHK, OMMCAHHBIX B IOKYMEHTAIMH Ha JaHHbBIC CPE/ICTBA.

TexHn4eckue cpeacTBa pasrpaHUUYECHUs] JIOCTYIA IOJDKHBI 10 BO3MOXKHOCTH OBITH COCTABHOH YacThiO
€/IMHOI CHCTeMbI KOHTPOJISL JOCTYTIA!

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

- B OT/IENBHBIC TOMEIICHHUS;

- K KOMIIOHEHTaM HWH(OpMalnMoOHHOH cpensl OpraHu3aluy  3JeMEHTaM CHCTEMBl  3allHThI
MEepPCOHAJIBHBIX JaHHbBIX ((pU3NUecKuii JocTyI);

- K MH(OpMaLMOHHBIM pecypcaM (IOKyMeHTaM, HocuTessiM uHdopmanuu, daiinam, HabopaM JaHHBIX,
apxuBaM, CIIpaBKaM H T.1I.);

- K aKTHBHBIM pecypcaM (IIpUKJIaJHbIM IIporpaMMam, 3aj1a4am u T.11.);

- K OIEpallMOHHON CUCTEME, CUCTEMHBIM POrpaMMaM M IporpaMMam 3aiiuThl.

5.11.5. CpenctBa obecrieueHUs] 1 KOHTPOJIA [IEIIOCTHOCTH

CpencrBa oOecrieueHUs LETOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CPEACTBA PE3EPBHOTO KOIMPOBAHUS,
MpOTpaMMbl AHTHBUPYCHOM 3aIlUTHI, HPOIPaMMBl BOCCTAHOBJICHHUS IIE€JIOCTHOCTH OIEPAIIMOHHOW cpensl W 0a3
JTAHHBIX.

CpenctBa KOHTpOJII IIEJIOCTHOCTH HWH(OPMAMOHHBIX pPECYpCOB CHCTEM IpEIHA3HA4YeHBl IS
CBOEBPEMEHHOTO OOHApy>KeHUs MOAM(DUKAIIMN WIH HUCKKEHUS PecypcoB cucTeMbl. OHU MO3BOJISIIOT 00ECTEeYHnTh
NPaBHIBHOCTh (PYHKIIMOHUPOBAHHS CHCTEMBI 3aIUTHI U 1IEJIOCTHOCTh XPaHUMO# U 00padaTbiBaeMoii HHYOPMALHH.

KoHTponb 1enoctHoCcTH WH(OpMALMM W CPEINCTB 3alIMThl, C LEJbI0 OO0ECHEeYCHUS] HEU3MEHHOCTH
MHQOPMALMOHHOW CpEaBl, OINpeNeNsIeMOi MPEeIyCMOTPEHHOW TEXHOJIOTHEH O00paboTKW, W 3amUThl  OT
HECaHKIIMOHUPOBAHHOI MO (DUKAIMN IEPCOHANBHBIX TAHHBIX JOJKEH 00€CIeYrBaThCS:

- CPEeACTBAMH pa3rpaHUYEHUst J0CTymna (B OMEUICHHs, K JOKYMEHTaM, K HOCHTEJsIM WH(popMalnm, K
cepBepam, JIOTHYECKUM YCTPOUCTBAM H T.I1.);

- CpeACTBaMU JIEKTPOHHOM IOIHCH;

- CPEACTBaMU I10JICUeTa KOHTPOJIBHBIX CYMM (JUISL HCIIOIB3YEMOT'0 IIPOrPaMMHOTO 00ECIeYeHUS).

5.11.6. CpencrBa onepaTuBHOTO KOHTPOJISI U PETUCTPALIMH COOBITHIT Ge30macHOCTH
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CpenctBa 0ObEKTHBHOTO KOHTPOJIS JIOJDKHBI 00€CTIeunBaTh OOHAPYKEHUE M PETHCTPAINIO BCEX COOBITUH
(meiicTBuii monp3oBaTesei, monsiTok HCJL 1 T.11.), KOTOpBIE MOTYT MOBJIeYb 3a CO00H HapylieHne 0€30MacHOCTH H
MPUBECTH K BO3HMKHOBEHHIO KPU3WUCHBIX CHTYyallMil. AHAIH3 COOPaHHON CpeJCTBAMM perucTpaiuu nHGpopMaiuu
MO3BOJISIET BBISIBUTH (DAKTHI COBEPUICHHS HAPYIICHHH, WX XapakTep, MOJCKa3aTh METOJ €ro paccielOBaHus W
CHOCOOBI TOKMCKa HApPYIIMTENS W HCHpaBieHUs curyaiud. CpeacTBa KOHTPONST W PETHCTPAIMU  JIOJKHBI
MPETOCTABISTH BO3MOKHOCTH:

- BE/ICHHS U aHaJIM3a KYPHAJIOB PErUCTPALUH COOBITHIT 0€30IaCHOCTH (CUCTEMHBIX KYPHAJIOB);

- MOJTyYeHHs TBEPJIOH KOIHH (IIeUaTh) )KypHalla pEerHCTpaliiu cOOBITHH 0€30MacHOCTH;

- YIOPSI0YCHHUS )KYPHAIIOB, & TAK)KE YCTAHOBIICHUS OTPAHUYCHUIN HA CPOK MX XPaHCHHUS,

- OIIEPaTHBHOI'O OIOBEIICHHSI OTBETCTBEHHOTO 32 OPraHU3aLUI0 00pabOTKH MEPCOHAIBHBIX JaHHBIX O
HApYIICHUSIX.

Hpn perucTpanuy coObITHI 0€30MaCHOCTH B )KypHaJIe JOJDKHA (PUKCUPOBATHCS CIIeyIOIas HHPOPMAIHs:

Jata ¥ BpeMst COOBITHS;

- uaeHTU(HUKATOP CyObEKTa, OCYLIECTBISIONIETO0 PETUCTPUPYEMOE ICUCTBHE;

neiicTBre (THI JOCTYIIA).

5 12. KoHTponb 3 PEeKTHBHOCTH CHCTEMBI 3aIIHUTHI

Kontponb 3pPeKTHBHOCTH 3alUThl MEPCOHATBHBIX JAHHBIX OCYIIECCTBISIETCS C LENbIO0 CBOCBPEMEHHOIO
BBISIBIICHUSI M TIPEIOTBPAIICHUS YTCUYKH TIEPCOHANBHBIX JaHHBIX 3a CUCT HCCAHKIIMOHMPOBAHHOTO JOCTYIIA, a TAKKE
NpeaAynpexKACHNA BO3MOXKHBIX CIICHHUAIbHBIX BOS[[eI\/IICTBI/II‘/‘I, HallpaBJICHHBIX Ha YHHWYTOXCHUC TMCPCOHAJIBHBIX
JIAHHBIX, pa3pylIieHHe cpeacTB HHpopMaTH3auu. KOHTPOJIb MOXKET MPOBOAMTHCS MPHUBICKAEMBIMH JUIS STOU LIETH
OpranmuzanusiMmn, UMECIOINUMU JIMIECH3UIO Ha OTOT BUJ ACATCIbHOCTH.

OHGHKa 3¢)¢)3KTI/IBHOCTI/I MCp 3aluThl TCPCOHAJIBHBIX JAaHHBIX MTPOBOAUTCA C HCIIOJB30BaAHUCEM
TCXHUYCCKUX U MPOTPAMMHBIX CPCACTB KOHTPOJIA Ha NPEAMET COOTBECTCTBUA YCTAHOBJICHHBIM Tpe6OBaHI/IHM.
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